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Table Index
Tree Index
Vector Store Index
Structured Store Index

Knowledge Graph Index

ARWFFETIZ, APL I B DR LMD | Vector
Storage Index & MV 7z, DAL T v 7 AR T
e lid, BB D EMS LR S0 m B35 He
PED DD,

REFIEDOIEMI LT IR M ELTZGEIT,
EDIDRIEHBEBEZLNDTEAI)N? T BRINE
VAT DL DEE DR E A 4y TR TE A A

T 2ZENBEZOND, T FEDMA ThH->Th,

AWE I HEIETEDNHTHD,

SHIZ R FIEDIEMES B3 F IS 2 5 ST
SN H AT, BRI 2<TH, IREFiEE
A CTELAIRENE D DD, 72720 . 3 ITBIC DLW
WL EETH D,

5. #Eim

GPT-3 & Llamalndex & FV T, 1SO 21448 D He3C & H
AFERZFGEL TRtAEE | BRINE VAT A (F
¥ hRvR) ZEK LT, ChatGPT Ll 7-L2A, +
BRI T, IEfESE 000 T INEBITREFIENSD
EWVIOSEREIR ST,

ek, WLEA AR E LT 5L, Llamalndex D54
t, ChatGPT DIEY, HLD M IEME Th-o7-EHH]
G & oo, ARG COEMIZFFEICIRINLTEHICIE]
BENTWDI=bEEbins [16],

ChatGPT [FHIFKICE§ o HEmmtE 2 72 EeE o T
WD [16], SRR BARK) 72 itk A BIFR AT 5
e RO BSOS DI EFEROHERR . 2
MOD KB EEET VICITE ENS,

S5 3K

[1] ISO/FDIS 21448:2022(E) Road vehicles — Safety
of the intended functionality, 2022

[2] OpenAl,
https://openai.com/blog/chatgpt, 2022

[3] Bing Al https://www.bing.com/?/ai, 2023

[4] Brown, T., Mann, B., Ryder, N., Subbiah, M.,
Kaplan, J., Dhariwal, P., Neelakantan, A., Shyam, P.,
Sastry, G., Askell, A., Agarwal, S., Herbert-Voss, A.,
Krueger, G., Henighan, T., Child, R., Ramesh, A., Ziegler,
D., Wu, J., Winter, C., Hesse, C., Chen, M., Sigler, E.,
Litwin, M., Gray, S., Chess, B., Clark, J., Berer, C.,
McCandlish, S., Radford, A., Sutskever, I., & Amodei, D..
(2020). Language Models are Few-Shot Learners.

Introducing ChatGPT,

[5] James Manyika, An overview of Bard: an early
experiment with generative Al
https://ai.google/static/documents/google-about-bard.pdf

[6] HIHRE, NTHELtES (b)) OmFER
WZRIZ, RAASEEFHTH, 2023 425 7 8 H

[7] Jerry Liu, Llamalndex,
https://github.com/jerryjliu/gpt index, 2022

[8] npaka, GPT Index TEPYEIGRA ME LT LER
& E F v v bR v b &2 OB E K,
https://note.com/npaka/n/nd23bdf33d929, 2023

[9] npaka, Llamalndex 7 A v 27 A X —K~H AR,
https://note.com/npaka/n/n8c3867a55837, 2023



[10] shimajiroxyz, gpt-index T H AGE PDF %@t/ A
S [ Python ] ,
https://qiita.com/shimajiroxyz/items/aale22e19d690a3944
ba, 2023

[11] DeepL Translate,
https://www.deepl.com/translator
[12] Google Colaboratory,

https://colab.research.google.com/

[13] OpenAl, GPT-4 Technical Report, 2023

[14] Defining LLMs,
https://gpt-index.readthedocs.io/en/latest/how_to/customiz
ation/custom_llms.html

[15] Indices,
https://gpt-index.readthedocs.io/en/latest/reference/indices
.html

[16]TAERRATEE D DEHI D ARFA | AL F R
(NHK E 7L, Jixi% H 2023 425 H 17 H
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By e fEix, M THE R Y OfilfNC & b FEEE0Rk
FtOE 22 U TAER, RICRET 2EMDaX b2
89, SBEDOA—F V=RV 7 v 27 (08S) B%E
TiE, FFEEHEY 27 22 HOTHNNAEEZEET 3
TPz PBHEATETVWEHDD, FEEWELRY
CXAIEND Z e RLSEHINSE Z PV ELE KT
H5. HMiABE FLES T, RRPB & O EHH
DOFAERBIEICE ST 2 a2 b, ERIEMANTRHEYSEED
DY THIERY, MARETERZGAENRD 2720,
ZTNZENEHEYNET T 3 - DIFEEN TR I N
RATRAXATWS Z e E L.

AHIZED HINZ, AREEHS 27 2RI N RH
TIHREEONED M EEICE T 2 D02 5 2%
BT 272DDNMETNVEMET L THD. FEE
DRI NI CAFAIRER G e LT, EED X
A FMNVERLIZEEFNDETFRANT =D 5. KN
TlE, INHTFR T =% 5F88H (BoW, TF*IDF,
Word2Vec- Wiki, Word2Vec-SO, GloVe-Wiki) DHFESY
AERBUCEILL, sHEEONESR (VXL T4V AN,
BPA7 4y 70, PRI RTZ—<T V) ZHO
THEETVEWREST 2 2T, Zhehos Ntk
ERINTRT & &I, HERTEERB M A E IR
T 2EEDHREICE X 2 ERHLNICT 5.
DFERH &, VB L 72082 BIZIE U TWgT %
ZEWERTHEbhoT.

1 1IL®IC

Y7 by = 7HFETE, WP TRZ L ORI
XD, FEMHCEEDNWE T T 2580D 5. RET
R WVEREIRREE B I o R, BRICESFIEEORR
ZIRFEERDPDIAR M 2HAEZHE 5. Cunningham [1]
X, TOXIRERDZ %, RitHiELR A THEAMWN
B8 (Technical Debt: TD) 2 EIFL 7-.

Bt EEE, BET 2R IFERFa R
FHRERLTLES D RWORRLRENEETDH
b, BIRE - MEENTDIAULGED» L EVWELEEDTHY
% [2]. THET, EMNABEOFELHIEEDY — R
I—FaxXy & UTHEHAT S Self-Admitted Technical
Debt (SATD) 1ZB83 2 5% [3-13] DA TONTE
73, FHOEFETIE, EEES 2T A2 AW THES
L TEM SN2 B EEDIFSE (14,15 EH S
DOH5.

AR LTEM SN 2 E/ICIE, FREEHE
AT DZEFREI N B R THINNABETH 2 Z & H7HIA
LTWaGat, EEY U TERSN-RDOBREER
ToFEEmTE L THRINNAETH 2 Z L 2IHT 258
DB 5. HiEE, HEED T TICHMNEAETH S Z
EBHLTWB 0, SATD LD DD LTEH
THIEMARETH B, —HEREE, HEZEOERER
TiE, PEEMERPWEERRE EXAILIZ W,
FIREDEMABETD 2 Lk T 2 T ZE T
2ZehH5H. oz, FNABELFESGE T, K
AB & UCHEHFAORBELBLECET 23X, BEIE
AT RHEYEDOEI D Y THIERY, HARKTRRS



BEnd 570, TNz EUNEM T 572012133
BENER I NIRRT AMEN TS ZEREE L.
Z ZTAMNTIE, REEHS T 28RS N
R CRREZE OB BT EEICET 2 b D0 Y S
PEHANT 2O EET NV EMHET . FREEHR
BRINRRATAFARRTXIA T —&2% 5
$5 (BoW, TF-IDF, Word2Vec-SO-corpus, Word2Vec-
Wiki-corpus, Glove-Wiki-corpus) DHZEZTEFRFICE
L, SEHONEMN (G VX LTH VAN, BYRT 4y
MmN, PR-IRTZ—<> V) EHOTHEET LV
ZHET LT, 2oL E'&MTRT
L Hic, HEE HERBIEANIEEICEIE S 2 EE
DG Z 282N T 5.

2 Bk

RETIE, RFFEOBEZHHT 272012, FEEY
L CEE XN 2 M EBOMEERIC OV TR,
AUEE Y U CEE XN HEMNABICE T 2R E AN
L, BPRICHEATIISE [15] & ARRFZEDNLE T D& % B
MWz s 5.

2.1 HEEr L TEEBINIFIMNEaEOHEE

BRI A FEIIBATRE - BH5EE DT D50 HIEE PR
FoTED, BEMNEEOHREY — Lz ORFEIEA
Wb Twa [2]. I E TRy —IdEdfi
HIEEDAREMD D 2 b DICEE L TRE DK HIFE R
Bohsd. LarL, WEHESCHBEIEMRLROVERS
ZREENL 720, HERY —LOFFIZIEE>TW
W [16). 2D, Y —Ra—FaxXy MHUIKRHAL
T-BAREDRFE T NETH 2 ik L T 2 B & fE
(SATD) 1ZBI§ 2 H%% [3-13] BEAITOR T E /.

FHOEETIE, EEHEY A7 A2 HWTHEZ Y L
TEH XN EMAEOWS [14,15] 25EH oD
H5. SATD IFFARE[EL NS Y —Ra—FaXy b
TREALTW230THHLT LD a2 e LT
EHYR Y 2 AR 0D, BEEY L CEHXINS
FMiEEIZ 7Ty =7 b2k LTOBLETH L L
Wz ondzd, HMENICSATD & H bEEELEVD
DTH 2 AJHeEDE. SRR, HEEY L TEH I3
BAHIEED 55 SATD ZXRE L b Did 28.7% [14]
L2724, SATD DAZHII 7 nY =27 b LTOEM
MR IEB->TORY, T, B0V ) —2#%D 26.3%

25 63.5% Lo SATD ZiR%E (BRE) Shzwnw 3] 2k
Mod, SATD DL Fudey b LTERZEDL
HTIEFRWAREED H 5. Z2D7dH5H%iE, SATD Tl
R Y LTEHEIN S EMAEIC OV TS
BMEAEVWE S X 5. Fic, MEZEy LCEE xRS
i 2 KR ISR L 2 OReR IS T ik 2 AR 1L
T, Tudzr b LTHEEEDES WA
EOMH T 2 Y — L OFER, FEMEEOERE - X
RARE (HEbZY) ICHTE 2 REML D 5.

2.2 RKiTHARRICEHTIREZOSE

Xavier 5 DA [14] 12Xk % &, GitHub IZHhRAT 4 &~
TEINT AR =R L5000 DT e Y27 v DS B, R
M R B 2 RS I VRS U CHIRINICE R
LTWwa 7Ry y Mib3Ih 2F0ATHE. X5
2, Bt EEE RS 7 LR EEE I 10 R B S
LTWwWa 7Ry M, 23D 55 4 X 51207k
{723, BEEIMNEG XN T IOUZES T &
Eamt T2 2 L IIBMNCER TH 205, RO
KR Z B IR LT ELTWS. 2L,
i aErEEr LTEEL WS Ry =7 b
TRAPBUIPFELRVDTII R L, HiffaficEn
BIDDYER F 5 7 DI L DBIRTH b, HINIE
BRI D BRI R ERIIFEL R WD, 1FAY
D7uY =7 MIFINNAE L A EE & 2RI L
TWRVWONEETH 3.

A B1E, T 0VEAOCTHRINICERL TWRVA
FEINIIEMAEZIR D o TV EHEEEZ L DA
HPHICPET 2 2 e 2B LT, WA BCET 3
I Y Z Dt OIEEZ 58T 5 Fik [15]) IR LT
W3, [15] Tid, BfiNEEZRT Z NG hi
AREEZ IR UNEEE L 72 S HE 703, Precision 0.995,
Recall 0.903 ¥ W5 mWHEEREEZRLTED, 7L
EE SR TOWROWBEENEIEMNEEZ K> T
ZREE T SHBREINETE 27NN D 5.

2.3 FHAROLEMIT

AR SDNFEET L [15) 1%, HEZEr LTEHEIN
3 B BE O RHERIRE HIEE AT 270D T — &
IR BT 272012, S UIMEIRTWROLHE
BRNHE I EE 2 o> TV B v Z 0 fthofE
EFOETZIeEHMNE LTWS. 20k, HEET
AORERICBWTIX, T TIORFENE T L= &



1 I7V—=VCEVBRELETFRAMEBRLEZT XX FOXG

V==V TONR  REDZDDEHEH

BEZEOTF AT

Issue @ ID
a—-FR=Rvy }
494 a—~K

09+

ek e
¢k ¢

issueid
code snippet
inline code

[Hi{5 <img F7>|N\[F?\\(*7)) image url
HTML % 2 <img(/)?.*?> BRGEER L
URL http(s)?://.*7(\s|$) \[-F\\(-*¥?7\) link url
77 AN ["\s]+\.[a-z]+(\s|$) filename
T4VLZ FYRR /71 \.a-z0-9]+/.%7(\s|$) pathname
SEN) 0-0-0(T|\s) date number
IR¢ 0:0:0(Z|\s) time number
I—HH @[a-z0-9]+ username
Eepred [P\s]H\(*7)) functionname
Eik=) [=\+H\-&%#8,:; \*\V\ A\ /— | — & H - \]+ #EfEERL
BT [0-9]+ 0
(close SNTZHRET) 2 HikA R HE GRERICEX 3 DEETILOIBE
na7*2 ]\ @*ifﬁﬁ Ak C BN 2 BAFEE DR, X
M AEZIRE S 572 DICEE Lz a— FOR#ELY) ARETIE, REEIERR I NIRRT Z DAL
%Wﬁbfﬂﬁbfmé MAMTH 5585 0% HHIT 2 72D DHHEE T L O

1|

—7, R CTHRST 2HREEosHET M, HE
BN SN T Z OB AEICE T2 b
DDZ D THROVDOPENFET 5. HifiNaEo IR
EEXRTLZIEERILZDDOTHY, 15| OFEET
NEZBERRRS. $72, DEEFLOBERICBNT
1, A SOSEET L LIZERD, HEENERIN
TR CHUS ATRER R E (M 1D) OoAZHWTS @%
FNERERT 2N END 5. FEEIEF I N0
W%ﬂ%&%ﬁ%tbf@,%%%@&4%»%$YL
BENDTFA PO HEZEOERE (REH) O
R E BT 5 208, R TE DT T NV DORAR
HREZ TR T 27 DICHRERICEENE T F AT —&
DHERHCTHEETVEMET 5. ZOMORHHESL
W20 80T 7L ORE » pFEMRED GRS DWW TIES
BROFEr 5.

BERATIIELALNES —

E90) EOM) B0 [#»)

BREEDR/ML
AXGE

1. AREDRRT 2 FTOWE L {5 N 5 THHR

@hﬂﬁrﬁ%%‘ﬁ

JAVNIRE

a—FEMmITH
HIRRTHGE

LFIE (X2) W2DOWTEHIHT 3.
3.1 gjLE

ETIUVERICHWS 73 A b T —XIZBASE TR
INTWBD, TOFETIEFFEETRDOKS Zeh
TERWV. ZDR®, TFAMTF—XERPLE (ERE
Hicks2790)—=v27, v—2vfbkerr~=ib) Lk
TARZ MUl (HEESEERR) 32088 H 5. LIFT
X, BILFROFIEIHE > TEREFRONEZ T 5.

3.1.1 oU—=>4

FREEICIE, THXF AN T =X RSEERBE TS i/
ARXERBT=EAVPEENTWED, FHRRFICED
J A RERELURFEDHEOBEMREITS. R 112, KRE
L7z AR EBLUZHEELRT. 72, ETDOT7FX
b 2/NSCFITER L, RTINS T HEE R XAl L 72
WEHIz9T 5.

[7%zr7-5 ||amww 5 | [ an7—sx | [ smEsr |
RERD nwgmu YL
AX - 84 b FERR 7 7~?~ (B - ﬁu‘f TR

X 2. 7HEE T NAERDOTFE



3.1.2 k—=o21Mt

V==V T RITRoTT XA N — X%, HEED
LicpElTsrzeTch—r T3, r—2 i,
spaCy 3.4.4'ZFH$ 3. b—2 LI 3 28EE,
spaCy D3NBA L TW3 en_coreweblg ¥ 55, +—7
ML, ZOZ2hD b =2 3iaE 2 e IS
N, WEAZEF L7z POS (Part-of-speech) & 723 5. X
N3, POS & 7 f]misi (PUNCT) , &% (SYM) ,
22 (SPACE), #0fth (X) O b—2 3/ 4 Xt
B57-DRET 5. 61T, HFICERSNTOARVEEE
(Out-of-Vocabulary: OOV) T»H 3 +—27 >i& Toov)
WEIRT 3. %72, F2TiE Mty 2 lthe) D &5 7RH
OIS A, ALy U — RN S Zh S DM
HEBI/ AR R21-DRETS.

3.1.3 L>¥ik

FETIE, BEOTEH % O HEIE L BEIE R 2
BOWTHEIZ(T 2720, TFAMT—XD =TV
DD & iZ spaCy ZHWTHZFEO AL LEEITH—3 51
=fb®1TS. Lr~=ilbl, b—2 b FEERIC spaCy
%W T en_core_web_ lg BT VEMH L TEHT 5.

3.2 NI RMIUL

ERDFIET /) A Z2RELETFANT =& %, Gt
B TIRZ BIERICT 2720127 M LbETTS. Bik
NiE, BREEICHIA L HEED RS ML O E R
H2. RZMUUIZHT->TiE, UFD 5 2DOFEEER
HL7.

bag of words: BoW
BoW &, &7 ¥R b7 —RICEHEN 2 HFEDOREE
XL e L, XE (RMATIERERE) JticaE
FNDHFEOBE LR LR ERTH 5.

TF*IDF
TF 135 2 XXFEITBY % H 2 HiEO HBSHE, IDF
BEEFOHZHELEUCLEORLE, DFD
WEMEE £ T, BoW I TF & IDF 2#Nir&H
BREAMITEBIRS LT, XEZLICERS
HEEOEBEELY KO RBTE 3.

Word2Vec
Word2Vec [17] 1&, HFETRERBLORKNZFHEL

Thttps://spacy.io/

ENTED, 2BO=a2—FV%y NI =I5k
L3y NG ERRD. HIDGED O B FHRE & R
AN T RIS % skip-gram ET L &, BFHEED SHLD
FERHERINCTHIT % continuous BoW (CBOW)
ETND 2 FHOMENFE SN TN D, KT
X, BHEORWEEEIIN L THHTSH D X O EED
EBWE XN B skip-gram ETF AV EFHATS. BowW
R TF*IDF ¢ RE<LBRZ2He LT, a—1Rk
MLXN 2 HASEEOMA A EZMEL L TR
FEHLZbOEFALT, HEOHLD H1E201
RWRITTDONR Y MVZERTHEEOEKRE R TZ 5
ZeNFEIFohB.

Global Vector: Glove

GloVe [18]  Word2Vec & [Alkk72 HEE D BEEBLOF
HED—DOTH5. Word2Vec TIIHEE T ¥ I HFHEE
SHDGEEZTHIL TW =23, GloVe Tlda— 32k
SLEMXNI-HEEDR T OHEMER Z HE MRS X
DFHIT 3. BoW % TF*IDF @ X 5 72 BFED HE
BEFEICEDO W= TR Y, Word2Vee @ X 9 72 HER
WHEER TS 2 FEEZMBLFIETH 2729,
EEPRL RER T — RIS TE, /NEha—
RARINE R PV THENEREERTEEIN
TW3.

BoW & TF*IDF & scikit-learn 1.2.02% W THEES
5. F7z, Word2Vec, GloVe IZDWTIX, Wikipedia %?
LEELL YL LAE T — & a— R L%
BAHETVERHT S, ThZhOEEEAET VE
AFLTIE, Word2Vec-Wiki, GloVe-Wiki ¥ FER Z &
£$%. £/, Word2Vec ICBHL T, v o3I
FiicB 3 % Q&A ¥4 b TH 3 Stack Overflow 205
PELL Y=L LXE T X2 a— R L8
AET I (Word2Vec-SO EWFRT %) AT 3.

3.3 9fEg
DEASRDIERRIC D= o TiE, RENLREAD D 5T
NWNIAVALTHEYR-IRIEZ— Y, BT RT 4y
sEf, SURELTHALVAID I ODOFEHEEZHHT 3.
WFNDFED scikit-learn 1.2.0 ZFHWTHEET 3,
SURALTAL R
TURLT LA ML, BETIEOENREDERNES

2https://scikit-learn.org/stable/
3http:/ /vectors.nlpl.eu/repository/
4https://zenodo.org/record/ 11996204 .Y 7wiF-zP23L



#£2. F—&ty FOWE

F—F—J URI UE TD 5 ~JL —k (FB  TD (HEO
influxdata / influxdb kind/tech-debt 8,514 120
saleor / saleor technical debt 2,230 108
nextcloud / server technical debts 7,255 83
microsoft / vscode debt 79,829 2,044
war 97,828 2,355
SR EEA G DR 5 T e TEMREO R T 4.1 HROE®

B2, 79 ITVEEO—DTH S [19). K
TUE, FERED AL =T X — X%, RERDA
B k% 200, PUERDITBIAEH S 2RO ER %
ERBOEBDEHR, 7L — % 42 123
ET 5. FOMDANA =285 X — &F scikit-learn
DF 7+ MEZFIHT 3.

A7 1y ek

0y A7 4y ZEEE, SRR EERDI AT —
& X I OHERNNC Y 5 AT 2 EH 8 & —
VIBHTFED—DOTH B [19]. AFL T, FHK
DNA =T X=X, [ERILIEZ L2 / V4,
RAEEEZ 2000, 7YX LY — Vi 42 IZRET
5. ZOMDANA 8—0%3F X — &RF scikit-learn D
774V MEZFIHT 5.

HR—ERIEZ—TD Y
PR-IRTZR—<VE, ANT—X X OFRE
FLr O, oF W —IUdRKREES LS
T—R X Z5ET 5 m IXTOBEHERD S Z L
THET 22— Vi0 70 08 712
VALTH B [19]. AL TE, FEREDOAL <—
NI RXA=20F, [EHLIEZ L2 /v, RIEREE
2000, 7R LY — K% 42 ITRET 5. 20D
NA IR — 8T X — &R \F scikit-learn DT 7 # L ME
ZRHT 5.

4  iEMEeEFTH@EER
ARETIE, S EHEOHESMER L 3EHO N EAE

FWTHEEE L 72851 15 BEO DT 7 VO MR E Lk
T 57228 R - FHflERICOWTIHARS.

AEERDOHINZ, 5% (BoW, TF-IDF, Word2Vec-
Wiki, Word2Vec-SO, GloVe-Wiki) DEZESHERIA Y 3
O (FVEL 73V AN, Y AT 4y 70
&, PR— IR RZ—<> V) BRHWTHERELZEG 15
FEHODHE T VN PhORENRER ERINTRT &
b, HEEDHERHASEMEEICEE T 2 HEED
DB ZBDHERIHLMIT S THD. AEFHD
WHRE THHEHICE TN CEL, ZLPEARSET
siREh s, 207, FATHE TS Aoz Bow
X TF*IDF @ & 5 7z BZE D MBS ICHRTE L 7= Bifli7e
BHEESRERIE LD D, Word2Vec = GloVe D X 9 7o HAGE
[ L DB RA ¥ 2RI T & 2 MR AR D EERITFIL
FAWinmn &b &uitkits " e PHET 3.

4.2 F—=REv

Xavier 5DHIFE [14] L [FAHIZ, GitHub ED 2 X —%
DEZW AL 5000 Fo 7Ry 27 bD 5B, i
IR Y U CTHBRICER L TV influxdb, saleor,
server, vscode D4 2D AT =7 v hoHF— X EINE
3 %. (1) GraphQL®% FWT 20224 4 H 26 HE TIZ
close INTFEEL TNTIER L1, (2) HEEED
1 EDADHFEEIC L 2FREREZHIFRCL, (3) &b DR
MEETF—Xty b L7z R2WCKRERTHWSE T —
Xty FOWEZRYT. REEIEMEME (TD) 12
B3 207200, ZOM—ICATESFICET 2 DR
DPZOWTOHMNE, Tevzy MECHRXIATY
27 NVZHDWTHHL 72

4.3 EEFIE
DIRTIE, AFHMHEBROFIEICOWTHAT 3.

Shttps://graphql.org
SR B RIC R EN R 7 DIE HIESLNBICAR DD 5 Z & 5% <
JARERD7=0



4.3.1 T—AROIERt
3.1 HiCRH L 7RV 2 T o 7o 7 — Xt v Mizown
T, BYRT 4y ZHIFPYR—IRI X -2 VD &
S IRKERHE T AT, IMUEORE L2 5T
AT — 2 EENE S LT L E 5@ Z 2 AlHE
WD sb., 2D, RIEBTEINEETANDASIL
RBT—R%, RKMED 1, B/MED 01242 K5 ICIE
Flb3 2z T, @¥EZH . EHiExkoX (D
PHWS.
X — Toin

X' = = fmin (1)

Tmazx — Tmin

4.3.2 T2ty oHE
Effkxhrz7—&ty v AN L, 3EOFIET
VER T 2508 TF A DI L Ffi 21T 5.

4.3.3 Btk DEIRERIE

A L FEM 2T 5 REMREICOWT, E3H¥EF—X&
ZIEHI e AFIAFE CHRICHR S &5 kEDT 5. AER
T, 7—%ty FDPENC scikit learn 1.2.0 ZFIAH L,
RAMGED =D D EENET 7 )V METH S k=5 &
L7z, R, 87 —R% 5% L5501 D%l
T—=& BOEIMT— %557 VO FH %
19, ERaANTT7 =20, 1 ETOMIiT -2 45
ko2, e iz k=5 EEDIKET. ZhsOE
ZJEL 5 DEIRFEMGE & FEC 2 A% 20 BB 272w,
Y FMEiE 22N AR 100 [EFETT 2. X5 %F
g% & 2 Dik, AT —& & iHli7T — 2278 L 7=
T—XDRHICED, FEMAERe RS2, DD
WEHE 72D THS.

4.4 FHEIEE

DO TR EEOEROBERICOWT, Hiffi
MEEICET2HFEELZIELL TRIL G682 ERE
(True Positive: TP) , FffifEEICE T 2 EE %
ZOMOFEETH % LR TTHILIGE Z Al
(False Negative: FN) , Z DAt #R-E S 2 By £ &
WHET2HEETH 3 LR TTFHILGE 2 BEE
(False Positive: FP) , ZOfOFEZEZ1EFL L FHIL
72356 % BigM (True Negative: TN) ¥ U, 7fEMRE
% Accuracy (2), Precision (3), Recall (4), F1{H
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Abstract

Testing-based formal verification has been pro-
posed to automatically verify whether a software
program satisfies the requirements written as a
formal specification by exploring program paths.
There are two tools that can be used to verify
path correctness: Hoare logic or symbolic execu-
tion. In this document, we will discuss their mer-
its and demerits, as well as the future research
directions.

1. Introduction

Software testing, one of the most frequently used
quality assurance methods, is focused on sampling the
executions, according to some coverage criteria, and
comparing the actual behavior with the expected be-
havior. Nevertheless, a typical weakness of testing is
that it cannot generally tell the absence of bugs in pro-
grams. To find more bugs, more test data need to be
generated and more program executions, which will in-
evitably increasing the cost. An idea for improvement
is to ensure the correctness of the executed path for
a given test case with formal methods and then all of
the test cases, resulting in the same executed path, will
satisfy the expected behavior.

Formal methods, based on some mathematical the-
ories, are a collection of notations and techniques, in-
cluding specification and verification [1]. Formal spec-
ification techniques introduce a precise and unambigu-
ous description of the software behavior. Given such
a specification, it is possible to use formal verification
techniques to demonstrate that a software design is cor-
rect with respect to the specification. However, most
of software verification methods do not guarantee the
correctness of actual code, but rather allow one to ver-
ify some abstract model of it. Hence, due to possible
differences between the actual software system and its
abstract model, the correctness of the proof may not
carry over. To ensure the correctness of the code, de-
ductive verification, including symbolic execution and

Shaoyin Liu
Hiroshima University
sliu@hiroshima-u.ac. jp

Hoare logic, has been demonstrated mainly for simple
programs which contain no loop sentences and no side
effects.

Hoare logic is established based on predicate logic
and provides a set of axioms to define the semantics
of programming language [2]. For each program con-
struct, such as sequence, selection, or iteration, an ax-
iom for defining its semantics is defined. These axioms
can be used to reason about the correctness of pro-
grams written in a programming language. However,
the axiom for iteration is hard to be directly used since
the derivation of loop invariants may not be easy.

Symbolic execution systematically explores the pos-
sible paths of a program’s execution by executing the
program with symbolic inputs instead of concrete val-
ues and then allows the tester to explore different exe-
cution paths and detect potential bugs and vulnerabil-
ities [3]. Symbolic execution is often used in combina-
tion with other techniques such as model checking and
theorem proving to verify the correctness of software
systems. There are severe challenges of symbolic exe-
cution such as path explosion and constraint solving.
Nevertheless, it is an active area of research, and new
techniques and tools are constantly being developed to
improve its efficiency and effectiveness.

A natural idea is to combine testing and formal
methods (specification and verification) to make the
best use of their merits while reducing the cost. As
Whittaker noted “Without a specification testers are
likely to find only the most obvious bugs” in 2000,
specification-based testing (SBT) has been advocated
for a long time [4, 5]. However, due to the weak-
ness of testing to tell the absence of bugs in programs,
specification-based testing also need high test cost in
order to improve software reliability. For the purpose
to improve specification-based testing with formal ver-
ification techniques, a method known as testing-based
formal verification (TBFV), characterized by the inte-
gration of specification-based testing with Hoare logic
to ensure the correctness of program paths which con-
tain no loop sentences and no side effects, has been ex-



plored and its initial idea is proposed in [6]. The idea is
further developed to combine with program inspection
later [7]. A collection of prototype tools to illustrate
how to support the TBFV method is presented in [8].
The original framework of TBFV is extended in [9] to
deal with operations, which may involve with complex
data structure and side effects, in software packages,
such as Vector, ArrayList and LinkedList packages in
Java language. Before that extension, testing-based
formal verification with symbolic execution is alterna-
tively proposed as an improved method by replacing
the application of Hoare logic with symbolic execution
in [10]. Branch sequence coverage (BSC) for TBFV-SE
is considered in [11] and a fault localization approach is
proposed to further pinpoint the problematic positions
in the incorrect program paths given by TBFV-SE in
[12]. Moreover, the idea is also applied to the verifica-
tion of neural networks, resulting in TBFV-INN, a new
framework for verifying and improving neural networks
[13].

As previously mentioned, since TBFV is firstly pro-
posed, it has been constantly improved on two roads:
one is based on Hoare logic and the other is based on
symbolic execution. In this document, we will enjoy
different scenery and discuss which treasure we intend
to dig on the two roads in the future.

The rest is organized as follows. Section 2 intro-
duces the framework of testing-based formal verifica-
tion. Section 3 describes the framework of test-based
formal verification with symbolic execution. Section 4
discusses the merits and demerits of TBFV and TBFV-
SE.

2. The Framwork of TBFV

In formal methods, the first step to implement an
operation is usually to write a formal specification to
describe its requirements. The assumption for TBFV
is that the operation specification S can be represented
as a functional scenario form \/"_; (T; A D;) where T; is
called a test condition and D; is called a defining condi-
tion. A test condition is a constraint only on the input
variables, while a defining condition contains at least
one output variable. The functional scenario T; A D;
describes a single specific functional behavior: when T;
is true, the output of the operation is defined using D;.
Given an operation specification S = /!, (T; A D;)
with a program P, the TBFV method is proposed to
tackle the problem whether both input and output vari-
ables satisfy D; after P is executed if input variables
satisfy the corresponding T;.

The framework of TBFV is illustrated in Figure 1
and explained as follows.

Generate a test case t satisfying some T} ‘

Obtain the traversed path path; with
method conditions {MC;}

I

Derive the pre-condition C; A Dj, A F'S’ for path,
with {MC;} from the post-condition Dy A F'S

I

| Validate the implication Ty, A Cy = Dj A F'S'

Figure 1. The framework of TBFV

e The first step is to randomly generate a test case
t satisfying some test condition Tj. Only one
test condition will be satisfied due to the well-
formedness of the specification. Note that when
the program involves with a method invocation of
a complex component (such as Vector, ArrayList
and LinkedList in JAVA), the test case ¢ needs to
contain the initial component state.

e The second step is to execute program P with test
case t and obtain a traversed program path path;,
which is a sequence of guard conditions, assign-
ment statements and method invocations. Each
method has already been equipped with a Hoare
tripe which may contain multiple activated guard
conditions. The activated guard condition M C; of
the i-th invoked method should also be recorded.

e As the test case t must contain the initial com-
ponent state, correspondingly, the post-condition
should be not only the defining condition Dy, but
the conjunction of the defining condition and the
final component state Dy A F'S (each component
has a final state representation F'S). Assuming
such post-condition, we can backwards derive the
pre-condition Cy A Dj A F'S’ of path, with method
conditions {MC;} where Cy is the conjunction of
guard conditions in path; after replacing all inter-
mediate variables with expressions of input vari-
ables and D} AF'S’ is obtained by replacing all out-
put variables with expressions of input variables in
the derivation process.

e The final step is to find whether T A C; implies
D;. A FS’ with the aid of theorem provers. If it is
a tautology, path; with method conditions {MC;}
is correct with respect to the specification S; oth-
erwise, there must be errors in path;.

If the path correctness is ensured, all test cases vali-
dating T A Cy will satisfy the specification. Then, we



can choose a test case t validating Ty A —C} to continue
the above steps.

Example 1. Consider a jump function f whose do-
main is the set of integers 7 and output is

1 z>0

y=f(w)={0 =0

Then, the corresponding FSF S is
(x€ZNz>0ANy=1)V(x€ZANxz<0Ay=0)
Consider the following program:

int jump(int x){
int y = 0;
if (x >=0)
y=x+2)/(x+1);
return y;

}

where variable x is the input and variable y is the out-
put. If the given input is * = 1, the corresponding
testing condition is x € Z A x > 0 and defining condi-
tion is y = 1. Then we can derive the pre-condition for
the corresponding path as follows

{x>0A1=(z+2)/(x+1)}
y=0
{z>0A1=(z+2)/(x+1)}
x>=0
{1=(+2)/(z+1)}
y=(x+2)/(x+1)
{y=1}

The next step is to consider the implication

T E€EZLNz>0Nz>0=1=(x+2)/(z+1)

which is true for x > 0 due to the division operation
of integers but false when x = 0. If we only use test-
ing, we may select many test cases in which x # 0
and produce the test results as expected. In this case,
the contradiction can not be revealed. However, using
TBFV, we can get the same path and implication once
a test case x > 0 is chosen, and find the contradiction.

3. The Framework of TBFV-SE

Testing-based formal verification with symbolic exe-
cution (TBFV-SE) has already been a method to au-
tomatically verify the correctness of all the representa-
tive program paths given the formal specifications and

derived a fault localization approach. In TBFV-SE,
the correctness of each path is also converted into a
theorem obtained during a dynamic symbolic execu-
tion, rather than the derivation by Hoare logic. The
framework of TBFV-SE is illustrated in Figure 2 and
explained as follows.

e Naturally, the first step is also to generate a test
case t, but there is no need to fix a test condition.
The initial component state should be included in
the test case if some component method is invoked.

e After executing program P with test case t, a tra-
versed program path can be obtained. Replacing
test case t with symbol values and applying sym-
bolic execution for that path, all the output vari-
ables, path conditions and component states are
finally related to the symbol values. We use C;
and state; to denote path-condition, the integra-
tion of all path conditions and a symbolic state
including all output variables and all component
states, respectively.

e Although the test case t only validates a testing
condition, there may exist other test cases, val-
idating different testing conditions, which result
in the same traversed path. If the implication
Cy NT; = state; A\ D; is tautologous, it means that
the test cases validating testing condition 7; and
resulting in this traversed path satisfy the specifi-
cation. There, the theorem we intend to prove is
Vi Cy ANT; = state; A\ D;, which ensures the path
correctness.

e Branch sequence coverage (BSC) is proposed to
automatically partition the domain by dynami-
cally gathering all the necessary symbolic paths
since each symbolic path is selected to represent
a sub-domain. This partition is depended on a
dynamic light analysis of code structure without
judging if the branch conditions are serialized or
nested. Unlike conventional partition testing se-
lecting classical values from classes to test, BSC
focuses on automatically selecting a real symbolic
path for representing each sub-domain according
to the real structure of codes. There is an algo-
rithm to automatically find test cases satisfying
BSC in [11].

e A fault localization algorithm is proposed in [12]
to provide a rigorous way to automatically analyze
the correctness of statements in a program based
on the theorems of the traversed paths and help
locate the faults in a small set of statements by
examining very small percentage of the code.



Generate a test case t

Carry out the symbolic execution of the program
path traversed by t to obtain a symbolic
path-condition Cy and a symbolic state state;

|

Validate the theorem Vi C; A T; = state; N D;

l

Continue generating test cases until
they satisfy branch sequence coverage criterion

[

Analyze the fault location
if there are incorrect theorems

Figure 2. The framework of TBFV-SE

Example 2. Reconsidering Example 1 with TBFV-SE,
the derivation of path-condition and the record of states
for the traversed path by the input x with numeric value
1 and symbolic value X is displayed in Table 1. The
last line of second column of Table 1 shows both the
symbolic state and symbolic path-condition. Then, the
induced theorem is

X+2

X+1
X+2

X+1

x€ZAx>0Nx>0=>y=1Ay=

A
)

x€ZAx<OANx>0=>y=0Ay=
where the first sub-formula is false while the second sub-
formula is true. We just use this simple example to
show how symbolic execution help derive theorems in
TBFV-SE.

Table 1. Single path of symbolic execution

program code symbolic execution
input: x =1

symbolic value of x : X

int jump(int x)

inty=0 state: {y =0}
if (x >=0) path-condition: X >0
y=(x+2)/(x+1) state: {y:ﬁ:—?
return y {y= %},XEO

4. Merits and Demerits

As for our goal to verify whether a program satis-
fies its corresponding specification, TBFV and TBFV-
SE can both automatically generate test cases, obtain
traversed paths and induce theorems. Next, external
theorem provers will be used to validate the induced

theorems. Further, TBFV-SE has been enriched with
two algorithms to find representative program paths
and analyze the correctness of statements. We mainly
compare the common procedures of TBFV and TBFV-
SE.

Given a test case t, TBFV and TBFV-SE will ob-
tain the same program path path;. The difference is
the way to derive the theorems, as depicted in Exam-
ple 1 and 2. In TBFV, we need to preselect a functional
scenario T; A D; and the derived theorem can only rep-
resent whether the traversed path satisfies that func-
tional scenario. In TBFV-SE, the derived theorem can
be used to judge whether the traversed path satisfies
all functional scenarios. Given the test cases inducing a
traversed path, if some of them validate a testing condi-
tion T; and the rest validate another testing condition
T}, we just need one derivation process of the theorem
in TBFV-SE while we should need two derivation pro-
cesses of the theorem in TBFV. In that case, TBFV-
SE should be more efficient than TBFV. Nevertheless,
TBFYV will have an advantage than TBFV-SE in cases
including many intermediate variables and irrelevant
variables, as depicted in Example 3.

Example 3. Consider the following program which
implements a piecewise function,

int piece(float x){
float y1 =1 —x;
float y2 = 2x;
float y3 = 1/x;
if (x < —4)
y=yh

else if (-4 <x<0)
Yy =y2

else
y =3

return y;

}

For any input value, the traversed path must include the
first three assignment statements. Assume the input is
0 and the corresponding functional scenario is T N D
where D only includes the variable y, the derivation by
Hoare logic is below.

{—4<2<0AD?2z/y)}

yl=1-x
{—-4<2z<0AD(2z/y)}
y2 = 2x

{—4<2<0ADY2/y)}



y3=1/x
{—4<2<0AD(y2/y)}
—4<x<0
{D(y2/y)}
y=y2

{D}
Then, the theorem to be proved in TBFYV is
TAN-4<z<0= D(2z/y)

The corresponding symbolic execution is shown in Table
2 where we omit the skipped statements. Then, the
theorem to be proved in TBFV-SE is

TAX>4A-4<X<0

1
éD/\ylzl—X/\szQX/\yiizi/\y:2X

Table 2. Symbolic execution for x = 0
program code symbolic execution
input: x =0
symbolic value of x : X
state:{yl =1 — X}

int piece(float x)

float y1 =1 —x

float y2 = 2x state:{yl =1 — X,y2 = 2X}
state:{yl =1 —X,y2 = 2X
float y3=1/x ’ ’
3=1/ y3 =%}
ifx<—4 path-condition X > 4

- — =
else if —4<x<0 path-condition X > 4A

—4<X<0
state:{yl =1 — X, y2 = 2X,
=y2
Y=y y3 =1, y=2x}
{yl=1—-X,y2 = 2%,
return y y3 = 3,y = 2X},

X>4A-4<X<0

Obviously, the theorem obtained by TBFV-SE is
more complex than the theorem obtained by TBFYV,

Actually, we must simplify the theorem obtained by
TBFV-SE as

TAX>4A-4<X<0=DAy=2X

which can be proved by theorem provers, since the for-
mulas yl =1—X, y2 = 2X and y3 = % are undecidable
equations. Moreover, D Ay = 2X can be further sim-
plified as D(2X/y). Therefore, the theorem obtained by
TBFV is more concise and there is no need to record in-
termediate variables (e.g. y2) and irrelevant variables

(e.g. y1 and y3) in TBFV.

5. Conclusion and Future Work

TBFV and TBFV-SE are both currently able to re-
duce test cost by ensuring path correctness, while each
of them has its advantages and disadvantages. TBFV-
SE includes a fault localization algorithm based on the
traversed paths obtained by test cases satisfying branch
sequence coverage criterion. In the future, we intend
to locate faults in a single path which is proved to have
errors by TBFV.
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Abstract

Since neural networks are widely used, how to ensure the
reliability of neural networks has become a hot research
topic. The first difficulty is that it is difficult to give the
pre-condition and post-condition for neural networks, and
the second difficulty also exists in traditional software, i.e.,
the problem of exploding execution paths. Fortunately, the
output range of a neural network is easier to give and when
an input is given, we can obtain the activation order of
neurons in the neural network. Based on the above facts,
we propose DeepTBFV, a method for pre-trained neural
networks, which uses a testing-based formal verification al-
gorithm to derive the pre-condition of the neural network
on a specified path by post-condition. The purpose is to
verify and explain the behavior of the neural network.

1. Introduction

Although neural network has been widely used in
many fields such as NLP (natural language process-
ing), image processing and even MMML (Multi-modal
Machine Learning) , its poor reliability has also been
criticized by users for a long time. Specifically, there
are two aspects. One is that the neural network is
difficult to be verified. The reason is that the architec-
ture of the neural network is based on experience, and
the parameter is constructed by back-propagation of
the training data. It is difficult to give a formal spec-
ification like traditional software, and the verification
of the neural network is an NP-hard problem[1], which
makes it difficult to achieve complete verification of the

large models. The second is that the neural network

is difficult to be explained, that is, it is difficult for
us to figure out what features the result of neural net-
work reasoning is based on. For instance, although a
neural network correctly recognizes the cat in the pic-
ture, we cannot determine whether the neural network
correctly recognizes the cat through its features or the
watermark in the picture.

Generally, the post-condition of a neural network is
easy to give. If the pre-condition can be derived from
the neural network by using the post-condition, then
users can use the pre-condition to explain and verify
the reliability of the neural network. However, since
the verification of neural networks is an NP-hard prob-
lem, it is very difficult to derive the preconditions from
the post-conditions simply by using the verification al-
gorithm.

Existing methods mainly focus on how to acceler-
ate the verification speed of neural network under the
premise of given formal specification [2, 3, 4, 5]. These
studies provide a basis for the verification of neural net-
works, but do not discuss how to give a pre-condition
to explain neural networks. Test-based neural network
interpretation algorithm can explain the behavior of
the local neural network by testing and constructing
the local interpretation model of the neural network
[6, 7, 8. But they cannot be used to formally ver-
ify the reliability of neural networks. In other words,
it can not be guaranteed that there is no adversarial

examples in the neural network within a certain range.



In this paper, We propose DeepT BF'V, a method
to give the pre-condition of neural network by back-
ward derivation of the post-condition of neural net-
work. DeepT BF'V is inspired by Testing-based formal
verification (TBFV) [9, 10, 11] in traditional software.
First, we select a test case that can be correctly recog-
nized by the neural network and execute it. During the
execution of the test case, the activation of each neuron
is recorded. Here, we compare the activation sequence
of neurons to the execution path of the test case in tra-
ditional software. Therefore, recording the activation
sequence of neurons is the execution path of the test
case generated by the neural network. Then, accord-
ing to the execution results of the neural network, the
post-condition of the test case is given, which is used
to derive the pre-condition.

Finally, we combine the post-condition and the ex-
ecution path on the neural network to form a system
of linear inequalities with multiple variables. The pre-
condition of the neural network is obtained by solv-
ing the system of linear inequalities with multiple vari-
ables.

In brief, the main contributions of this paper are as

fellows:

e To my best knowledge, we develop the first testing-

based formal verification method for DNNs.

e We design a verification based neural network re-

training algorithm.
2. Preliminary

2.1. Testing-based formal verification

The testing-based formal verification (TBFV) is pro-
posed to ensure the correctness of all traversed program
paths in traditional software. The first step of TBFV
is to generate a test case T based on the test condi-
tion in the formal specification. The second step is to
obtain a traversed program path by executing the test
case T' execution program P, where the path contains
a series of conditions. The third step is to verify the
reliability of the path under the formal specification by

using symbolic execution or Hoare logic [12].

2.2. Floyd-Hoare Logic

Floyd Hoare logic, also known as Hoare logic, repre-
sents predicate logic and a set of axioms in the form of
Hoare triples, and then defines the semantics of the pro-
gramming language. The specific form of Hoare triples

is as follows:
{pre} c {post}

where c¢ is a specific program code, pre indicates the
preconditions in the program, which describes the pro-
gram state before executing ¢, and post indicates the
post condition in the program, which describes the pro-
grams the program state after executing c¢. Such a
Hoare logic triple indicates that if an input of the pro-
gram ¢ meets its pre, the output of ¢ should meet post
after executing program c. Otherwise, program ¢ must
have errors.

In order to formalize the program, Hoare logic de-
fines inference rules for each of grammar clauses. The

detailed rules are as follows.

AssiOn ToED) = = B (Q)

The rules is to perform the assignment statement
2 := E on all z in the precondition {Q(F/xz)}, that is,
to replace all x in the precondition with £ to obtain
the post condition {Q}. Similarly, the following two
rules can exist.

Preconditions reinforcement rule:

P= P {P}{Q}
{Prc{Q}

Post conditional weakening rule:

{P1{Q} @' =Q
{P}c{@}

By formalizing the program with these rules, we can

Pre

Post

get a series of constraints of the program, and then use

SMT solver. Solve the corresponding rules.
2.3. Verification of neural networks

Deep neural network is a mapping in high-
dimensional space, which can be formally expressed as
f:R* = R™.



Figure 1. Execution path generation

if there is a set of constraints ¢ which is the precon-
dition of f on R", and existence a set of constraints
0 which is the post condition of f on R™. Then, the
problem of neural network verification is transformed
into proving that Vz € R™ : ¢(x) — ¢(f(z)) is satisfied

or not.

3. Methodology

In this section, we propose an algorithm to derive the
pre-condition of a pre-trained neural network from its
post-condition, named DeepTBFV. The pre-condition
can be used to verify and explain the behavior of the
neural network and assist developers to increase the
reliability of the neural network. First, we forward
propagate a test case on a neural network, and gen-
erate the execution path of the test case. Second, we
propose a technique to encode the execution path as a
multivariate linear inequality system, and since the ac-
tivation state of neurons is fixed in the execution path,
the linear constraints generated by the execution path
do not need to introduce the relaxation variables. Fi-
nally, we use the classification results obtained from
this test case to define the post-condition of the test
case and derive the pre-condition in reverse. The pro-
cess of defining the post-condition is based on an as-

sumption that will be described in the third summary.

3.1. Testing-based neural network execution

path generation

The execution of a test case by the neural network
means that the test case is used as the input for forward
propagation. In the process of forward propagation,
the state of each neuron is fixed. That is, we consider
a neuron n; in a neural network NN to be activated
for the test case if its output is greater than a threshold
value. Conversely, if n; is less than the threshold, then
the neuron n; is not activated. We record the activation
state of each neuron when the NN forward propagate
for the test case.

Formally, we define all neurons in NN as the set
neurons. Then, the neurons activated in NN can be
defined as the set ActiveN = {n | n € neurons A
Out(n)>0}, where 6 is the threshold in neurons and
out(n) record as the output value of neuron. Similarly,
the inactive neurons in NN can be defined as the set
InactiveN = {n | n € neurons A Out(n) < 0}. as
shown in figure 1, in the forward propagation of neural
network, we use blue for the neurons activated in the
test case and red for the inactive neurons. Then, the
process of assigning activation states to the neuron in
neurons through the test cases is called execution path

generation.
3.2. Formal modeling of neural network pathes

Since the state of activation of each neuron is fixed,
we can convert the state of each neuron into a multiple
linear inequality. Let Neuron; = I T
is the set of inputs of the j-th neuron in the i-th layer
of the neural network NN. If the activation function
of Neuron is ReLU and is activated by the test case,
the activation state of the neuron can be modeled as
follows,

If: Neur0n§ € ActiveN

i—1
n

Then : Out(Neuron®) = wi™ -2 - +wl ' 2l ' >0

Similarly, if the neuron is not activated by the test
case, then the activation state of the neuron can be

modeled as follows,

If: Neur0n§ € InactiveN



Then : Out(Neuron?) = wi i

bl <0

According to the above rules, we can model the pro-
cess of forward propagation of test cases in the neural
network into a system of multivariate linear inequali-
ties. Algorithm 1 specifically describes how to model

the execution path of nn.

Algorithm 1: Formal modeling of NN pathes

Input: Neurons ; ActiveN ; InactiveN
// List of linear constraints
corresponding to neural network
Output: Constraint
1 Constraint = list()

2 for neuron in Neurons do

3 if neuron in ActiveN then

4 Constraint.append(Out(neuron)>0)
else

5 Constraint.append(Out(neuron) <

0)

6 end

7 end

8 end

return Constraint

©

3.3. Deriving Preconditions from Postcondi-

tions

When the state of each neuron in the neural network
is fixed, we only need to carry out the Floyd-Hoare
Logic assignment statement for the constraint of each
neuron. This means that the constraints of each neu-
ron are replaced by variables through the assignment
statement. The constraints of each neuron we can get
only include the input of the neural network.

Specifically, let Inp = {x1,29, -2, },Inp € R™ as
the input of the NN and Out = {y1,y2,** Ym },out €
R™ as the output of the NN. Moreover, We record
the replacement expression of the j-th neuron in the
i-th layer as f; Then the constraint corresponding to

neurons can be denoted as

f;(xthW"xn) SO

or

f;(xl,x27 <y )>0

The constraints of the output layer of the neural
network are different from those of the middle layer.
It should conform to the user-defined post-condition.
Here, the constraints of neurons in the output layer

can be denoted as,

aj <yj(wr, 22, 2n) < By

Where y;(z1,22,---2,) is a multivariate linear
polynomial.j represents the j-th output of the out-
put layer. The interval O; = [a;, 5;] means the post-
condition of y;.

In addition, we also propose a method to construct a
post-condition for the path generated by test cases. If
the test case activates a neuron in the output layer, it
means that the output value of the activated neuron is
greater than that of other inactive neurons. Therefore,
we can formally record this statement as y;»‘>yf", where
i€{1,2---m}\{j}, a represents activated neuron, in
represents inactive neurons. The activated neurons are
marked as j. Since the output value of a neuron has
an upper and lower limit, such as INT8 quantization
of a neural network, the output values of neurons are
quantized to the [—128,127]. Therefore, we can also
give the upper and lower limits of the output value of
neurons in the output layer. Let the upper and lower
bounds of the output layer neurons be [I, u], where the(

denote upper bound, and u denote lower bound. Then,
Vy; € Out, 3 o; <y; < B

where i € {1,2,---m}, and m is the number of output

layer.

4. Case Study

In this section, we use a three-layer neural network
to show how DeepTBFV works and to demonstrate its
effectiveness. Consider a ReLLU-based neural network
G. The structure and weights of this network are shown
in Fig 2. Without loss of generality, we can assume

that bias = 0 for each neuron in G. We denote the



neurons of the input layer, the neurons of the hidden
layer and the neurons of the output layer as {z1, 22},
{h1, ha, hs}, {y1,y2} respectively.

To execute DeepTBFV for G, all the steps are given
in sequence as follows:

Step 1: Select the test case of interest as input to the
neural network, suppose we use x1 = 1, x5 = 2 as the
test case.

Step 2: Record the activation of each neuron in the

hidden layer of the neural network,

h1 = ReLU(—x1 + 2x5 = 3) € ActiveN
he = ReLU (221 — 29 = 0) € InactiveN
hs = ReLU (21 + x5 = 3) € ActiveN

Step 3: Generate neural network middle layer con-

straints,

h1 = —x1 + 2x9>0
h2 = 2%1 — X2 S 0
hs = x1 4+ 22>0

Step 4: Generate output layer constraints, here we

assume that the output layer has constraints,

5<y1:h1—h2+h3<7
3<y1=h1+2h2+0.5h3<5

Step 5: Through Floyd-Hoare Logic, the system of
inequality equations for each neuron in the input layer

is derived backwards,

2$1 — X9 S 0
—x1 + 229>0
—x1 — x2<0

3< — 0.521 + 2.522<5

5<3xa<T
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Figure 2. Example showing How to execute
DeepTBFV

5. Related Work

In recent years, with the extensive application of
deep learning, its reliability and interpretability have
been increasingly concerned by the security commu-
nity. Heuristic algorithms provide a fast and efficient
way to interpret neural networks.

The heuristic algorithm provides a fast and effective
way to explain the neural network. LIME[13] uses a
testing-based method combine regression to explain the
local characteristics of neural networks. Similar algo-
rithms are anchors, etc[14, 15, 16]. Although heuristic
algorithms can provide quick explanations, the result-
ing explanations are not guaranteed by formal verifica-
tion.

Meanwhile, rigorous formal verification provides an-
other perspective to ensure reliability and provide ex-
planations. The work of reluplex et al.[17, 18, 19] per-
forms formal verification of neural networks based on
specification. It can guarantee that the verified neural

network is safe and secure under formal specification.



However, reluplex[?] also proved that the verification
problem of neural networks is NP hard. And the inter-
pretation of verification-based neural networks is like-
wise based on verification solvers. Therefore, Trustable
XAI et al.[20, 21] faces the same problem of difficulty

in interpreting large neural networks.

6. Conclusion

We propose DeepTBFV, a test-based approach to
generate execution paths for a test case in a neural net-
work and derive the pre-condition(linear constraints) of
the input to the neural network backwards by means
of a custom post-condition. To my best knowledge, we
are the first to apply the idea of TBFV to the field of

verification and interpretation of neural networks.

7. Future Work

In this paper, we focus on how to use the principle of
TBFYV to generate the pre-condition of neural network.
However, it did not analyze in detail how to generate
test cases and how to use the generated constraints to
verify or explain the behavior of neural networks. In

future work, we will focus on the following two parts:

e How to choose the appropriate test case so that
the constraints generated by DeepTBFYV for that

test case are more locally interpretable.

e How to analyze the constraints generated by
DeepTBFV so that the constraint results can help

people intuitively understand the neural network.
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RUN apt-get update && apt-get install python3
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my_python_image:latest

my_numpy_image:latest

FROM ubuntu:18.04 | FROM my_python_image:latest |
| RUN pip install tensorflow==2.3.0 |

RUN apt-get install -y python3.9

RUN apt-get install -y python3.9-pip | RUN pip install numpy==1.19.1 |
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FROM ubuntu:18.04 | FROM my_python_image:latest |

RUN apt-get install -y python3.9 | RUN pip install numpy==1.14 |
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Sending build context to Docker daemon 274.9MB

Step 1/57 : ARG UBUNTU_VERSION

Step 2/57 : ARG CUDA_VERSION
Step 3/57 : ARG CUDNN_VERSION
Step 4/57 : FROM nvidia/cuda:${CUDA_VERSION}-cudnn${CUDNN_VERSION}-devel-ubuntu${UBUNTU_VERSION}
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HHRZFERL LT, 2005 FICERE N7z HOG (His-
togram of Oriented Gradients) F# [3] 23% %. HOG
FrEEERE a X P MK, RO L TIFFIZH
RTHB. LorLl, ZoRFR, KEYEZHWF
EDVES LTz, 2012 4E0 ILSVRC T AlexNet[4] 23BN
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