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ZiE TAN T —ZADHGHEEPBETH B0, AFIT
£ BT AN —ZADOFEHIEFME L R 10 5, D
e, TANT—ADFFHEEZNE LTS LT,
TANTRZENMTE D, 72, NTHEAD ZEHT
WZEK S T=T AN Tr—ADFFHEITS>Z2H, TAD
FEHEDRNRILD7=DIZEHETH 5,

ZOXORMEEY T N2 T FANDOBEN &R E
Z, BRMAEREEERIZUZT AN — 2 ERY — L
BWDM DOidfE% 17> 72 [4, 5, 6], BWDM %, Rk
SR EFE VDM++ Ttk L2tk o vavsy—7
W& ATTE U, VDMA+{hkk % IR B S Hr &2 170
TANTF—AZHBEERT S, T7VVarT—7h el
VINTZTDANIKRT2HN2REATELDED
DTH5 [T, V7 b7z TIZUTTAMETIBIC,

SEA



FTANT—X

X 1. BWDM Dk

VI N7 O R R T ABRICERATH 5,

W70 BWDM DR & LT, VDMA+-+ERkd o if
APST AN T —ZERETOBIZ, XA D else if 72
Eoif KA T OMEZ R L TORVEDEIT o5,
FDD, FDESRIEEDOHIZHBREVMEIZNTET
A NTr— AR EIT RN,

FZTARTETIR, ZOMEDHHIERKE LT, if X
DORSERIRIFED N 2T A Ny — 2B TR IRE T 5,
BRI, f KoMEz2 L. MRz 4k, =
NERIZTFAN T —RAZERTBHILITE>T, BfFD
B R DR 2 HEE T,

2. TAMNT—XRBEEKY —I/IL BWDM

ARETIE, BHFOT A M — AHBAY —)LV BWDM
ORER, BEAE, B, At KO, MERIZOWTELT,
BWDM & &, Boundary Value & Vienna Development
Method DEETFFETH 5, W I Value & Vienna D 2 D
DV z2JEKT 5,

2.1. BWDM D& - #aE - IR

X1z, BWDM D% =3, BWDM IZ A5 —
RAERER e BT — X AERERIC L > THER L TH D,
FNFNOHENILLTOEY TH B,

o ANT — RS

—  VDM++H:AkiEAiA A
—  HESUSRAT

— T — X4

— BEFUE T

— AITF—2AER

14

2017 in

FlowChart Processing /J

(1) VDM++{tHREi kS (8B) FAMT—AHH
v )
(2} Ewrfs (7) HRREBNT—FER
(3) !—:ﬂnsu dal fi’?;f“"”‘?“'*”
v A
(4} BT - (5) AhT—5%0

X 2. BWDM OALE DR N

o WREHI 7 — R AR

- TYVavT—Taikiks

— WD T — 2

- TANT— ALK
BWDM H D B§REIX, UTFD@ED TH 5,
VDM D ST S OV R D el
U 72 3R % 50 U 72 55 5l b

BB 2 AT o 7oA R 2 BRI U AD T — R K

o TUVaVIF— TN ERIZIUEANT—RIZHIGT
LT — 2 DEH

o TANIr—=Z2DOHS (ANT =2+ T —X)

X2z, BWDM OUHED 7o —F v — F &R, ML
HIZLLFOmNTiIrbh 3,

1. 8 E N7z VDMK 7 7 1 )V % FRAA T
2. VDM++kE7 7 1 L 2R 5

3. BBCERPOFIBEL L if Kb DO&RMERIZBT 515 H
2t d 5

4. filH U 72 ISR U TS ME I 2147 5

SEA



1 class SampleClass

2

3 functions

4

5 sampleFunction : int*nat — > seq of char
6 sampleFunction(a, b) ==

7 if(a <= 10) then

8  if(-1 > a) then

9 “a <= 10 and -1 > a”

10 else if(b > 0) then

11 “a <= 10 and I(-1 > a) and b > 0”

12 else

13 “a <= 10 and !(-1 > a) and !(b > 0)”

14 else

15 if(b <= -3) then

16 “I(a <= 10) and b <= -3”

17 else if(a < 20) then

18 “I(a <= 10) and !(b <= -3) and a < 20”
19 else

20 “I(a <= 10) and !(b <= -3) and !(a < 20)”;
21

22 end SampleClass

B 3. ASIf] : VDMA4+{LEk

5. BHMEOH ORRPS AN T —X 2 EKT 5
6. TUVavT—TNEHRMAD

7. ANT—RETYVa vy T =7V SR T —
R T )

8. AT —XEMFEHNT—2%2TF AN r—A2 LT
PETHELT S

WESCIRMT X, Nick Battle IO BH¥E L 72 VDM #fi
Y —)V VDMJ Z FHHWTEHEB L TW5 [8], BESHE T
L HH U 225180, if A oRMERDZENZFNITH U
TV, ANT—X2Z24EKT 5,

BWDM 3t i hoE iz, ANT—2ET7v Y3
VT—=TNDESLELRIZL S TITD, ZDORRIZHEA
T5TYVarvT—7NE RRETHE LTV Y
VI =T NVEREEY -V [9] IC& > TEBLEZHDT
HB, BMIZ, T AN —2A% csv(comma-separated
values) B T7 7 1 VIZFE ST,

15

2017 in

BIHDEE:2
BI%E: 151 %int 25 Henat
FAMT—ANo. ANT—% —> B hT—4

No.1 intMin—1 natMin-1 —-> Undefined Action

No.2 intMin—1 natMin —=> Undefined Action

No.3 intMin—1 natMax  ——> Undefined Action

No.4 intMin—1 natMax+1 —-> Undefined Action

No.5 intMin—1 1 —=> Undefined Action

No.6 intMin—1 -3 ——> Undefined Action

No.7 intMin—1 -2 —=> Undefined Action

No.8 intMin natMin-1 —-> Undefined Action

No.9 intMin natMin ~ ==> alX10LAF T, bIZOATFTY

No.10 intMin natMax  —=> alX10LAF T, blF0KY KELVTY

No.11 intMin natMax+1 -—> Undefined Action

No.12 intMin 1 -=> alZ10LLIF T bIFOKY REVTT

No.13 intMin -3 —=> ald10LLF T, blFOLLTFTY

No.14 intMin -2 -=> ald10LLF T, bIFOLLTFTY

No.15 intMax natMin-1 -—> Undefined Action

No.16 intMax natMin -=> ald20LA E T, blE-3KYKETY

No.17 intMax natMax  ——> al&20LLE T, blF-3KYKRELNTT

No.18 intMax natMax+1 --> Undefined Action

No.19 intMax 1 -=> ald20LA E T, blE-3KYKENTY

No.20 intMax -3 - alF10&kYKREL bIF-BLLTFTT

No.21 intMax -2 -=> al¥20LL LT, bIE-3KYREVTT

No.22 intMax+1 natMin-1 —=> Undefined Action

No.23 intMax+1  natMin ——> Undefined Action

No.24 intMax+1 natMax  ——> Undefined Action

No.25 intMax+1 natMax+1 ——> Undefined Action

No.26 intMax+1 1 ——> Undefined Action

No.27 intMax+1 -3 —=> Undefined Action

No.28 intMax+1 -2 —=> Undefined Action

No.29 10 natMin—-1 ——> Undefined Action

No.30 10 natMin -=> alF10LLF T, blFOLLTFTY

No.31 10 natMax  ——> alX10LAF T, blF0KkY KELVTY

No.32 10 natMax+1 ——> Undefined Action

No.33 10 1 -—> alF10LLF T, blFOKY KELNTY

No.34 10 -3 -=> alZ10LLF T, blFOLLTFTY

No.35 10 -2 -=> alZ10LLF G, bIFOLTFCY

No.36 11 natMin-1 —-> Undefined Action

No.37 11 natMin - ald10KY KE20FRET, blE-3LYKRENTT
No.38 11 natMax  -=> al&10&Y KE20RE T, blE-3KYKENTT
No.39 11 natMax+1 —-> Undefined Action

No.40 11 1 - ald10&Y KE20FRET, bIE-3LYKENTT
No.41 11 -3 > alZ10&YKREL bIF-3UTTY

No.42 11 -2 -=> ald10&Y KEC20KFE T, blE-3&KYKEWNTY
No.43 19 natMin—-1 ——> Undefined Action

No.44 19 natMin ~ —=> al&10&Y KE20KH T, blF-3kY KENTY
No.45 19 natMax  -—> alX10&YKE20KE T, blF-3KYKELVTT
No.46 19 natMax+1 ——> Undefined Action

No.47 19 1 -=> alZ10KY KEQ20FKHET, blE-3LY KEWVTY
No.48 19 -3 - alF10kYKREL bIF-3LUTTY

No.49 19 -2 - ald10&Y KE20FRFET, bIE-3LYKENTT
No.50 20 natMin-1 --> Undefined Action

No.51 20 natMin -=> ald20LL E T, blE-3KYKENTY

No.52 20 natMax  ——> ald20LL E T, blE-3kYKEVNTY

No.53 20 natMax+1 --> Undefined Action

No.54 20 1 -—> ald20Ll E T, blF-3KYKENTY

No.55 20 -3 > alZ10&YKEL bIF-3UTTY

No.56 20 -2 -=> al¥20LL LT, bIE-3KYREVTT

& 4. HAf s FA R T =R

BWDM (ZBUIR, BEUED AT — X AR D A DR
TH5H7-d, OB TES T 22O 134 TN
BTHiLT5, £/, TA T — 24T, B
EHZT OB L if KD AENRIZIT S,

2.2. BWDM DA/

BWDM D AHIZEIL T, VDM++ERET7 71 L %
312, TANTF—AT7 714V EM 412, FNFNRT,
AR T B 7 7 AV R TH 5,

e AN

— VDM4+HRET 7 1L (FF A MER)

SEA



1 class ProblemClass

2

3 functions

4

5 problemFunction : nat -> seq of char
6 problemFunction(a) ==

7  if(a mod 4 = 0) then

8 if(a > 92) then

9 “amod 4 = 0 and a > 927
10 else

11 “amod 4 = 0 and !(a > 92)”
12 else

13 “I(a mod 4 = 0)”;

14

15 end ProblemClass

5. BLIROFE : 2 A MLz if A

— TYVaVT—=TNT 71N (csv ER)
o
- TAMFT—=AT7 74N (csv IEX)

X 4 ODANT—RPUIFHLET B intMin,intMin —
1,intMax,intMax + 1 72 1%, B 3 RHOREEE &I
BI85 80 (int) (26 U TERYED T 24TV, AR L
ANT—X2ThHs, ThThn, 15 int O Hx/ME
(Minimum)J, [58# int BOB/IMEL D 1/NZWE ],
M58 int O AE (Maximum) | (51205 int O & AAE
0 1 REVHE (Maximum) | 2R3, 51208 i
Ol (*Min-1, *Max+1) (Z2WTIE, Hghick o, 7
0277 AOBENFRIAAEETH 5720, Hfet T —
Z ¥ Undefined Action & U TW\W5,

2.3. BWDM ORE S

BEA£D BWDM &, HESCRENTIC X D VDMA-+{Lkkrp
D if Aot 2T >TW5B, LA L. A MEE® else
if 2 COREIXMHE L TWE, TNs OREEERRD if I\
PRI FAET 2565, xoif A& U THIB L,
T o 1212 UTHRRES T 217\, AT —2&
EHEELTWS, TDH, EHO I RNBELH o7
FEEDHIZH DRV EICKT B AT T — X DAERKIZITR
AN
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2017 in

Bl HM DEH:1
Bl#A:  E15|%nat

TARr—ZNo. ADT—% -->HFHIT—%

No.1 natMin-1 --> Undefined Action

No.? natMin > amod 4 =0and !(a>92)
No.3 natMax > 1(amod 4 =0)

No.4 natMax+1 --> Undefined Action

No.5 4 > amod 4 =0and !(a>92)
No.6 3 > (amod 4 =0)

No.7 5 > 1(a mod 4 =0)

No.8 93 > 1(a mod 4 =0)

No.9 92 > amod4 =0and!(a>92)

6. X575 BWDM THEMK LT A MTr—2A

K526, BUk, MEE 25 i R, K, ZDif
AMSERLET AN —2A%RT, X512k, amod
4=0%a>92DEEMEa BT 220D if XADSF A b
LTHEL, ROEIEXTFIITH D, XFHFITIE, ZD
RO EZETEIZ a D7z TARELRMEREZELTWDS

6 DR 17— X HFIZIR D fE “a mod 4 = 0 and
a> 92" TRT BT AN T —ANRFMEL LW & HHER
T& %, BWDM IZEFUEDHTIZ & B AT T — KBl
FIZE D, 1DOH®D amod 4 =0551%3 4,5 29
HDa>927251%92, 932 AT —XE LUTHERKRT S
M, ZNS5DHIZIE, “amod4 =0anda > 92" ZH 7
TEANT—=RIFFEELTWRY, EDE “amod 4 =
Oand a > 92" 2H T 57-01Z1%, amod 4 =0 and
a>92 % TANT—REERTEBEND S,

&I it Nz kK 6HEERREZFEFL. TOXDOE
DEIZNTBEANT—22HEKTESL X512, BWDM
PURBTEIHELRD D,

3. ifiﬁ@*%LmuE&k%’)L‘ﬁ.TZ |\'7- Xgi
FXFEICDWT

AETIE, 23HMTCRUEMENZARTE200F
%, MO, BWDM LETFDOMIEAEITS 72 DWE Hik
IZDWTIHR S,

SEA



2017 in

NN

1 if{condition} 1 if{condition0) 1
2 if(condition) 2  if{condition0-0) 2
3 output 3 output 3
4 else if{condition) 4 else if{ccndition0-1) 4
5 output 5 output 5
6 else 6 else 6
7 output 7 output 7
8 else if{condition) 8 else if{condition1) 8
9 if{condition) 8  if{condition1-0) 9
10 output 10 output 10
11  else 11 else 11
12 output 12 output 12
13 else 13else 13
14 output 14  output 14
1. ifgEHRIC
A TIIREDITS

if(condition0)
if{condition0-0)
output -- conditionOp,. & conditin0- 0,
else if{condition0-1}
output -- conditionO;.,. & conditin0- Og ;. & conditin0-1,.,,.
else
output -- conditionQp,,, & conditin0- Og, ., & conditin0- 1.,
else if{condition1})
if(condition1-0)
output -- conditionOy,;., & conditinly . & conditinl- 04 .
else
output -- condition0. ;. & conditinly,,. & conditinl-0g,;..
else
output -- conditionly ;. & conditinlg,,.,

2. FHATICES-OICHEL
FHRAE. AT VIRERIZERR

X 7.if RADA VT v 7 A1 O TR ELMERD AL

F 1. M5BT HRDEROZ DRz R E 5

R & EhE
R D fi L
“amod 4 = 0 and a > 927 amod 4 = 0,
a > 92
“amod4 =0 and !(a >92)" | amod4 =0,
a <= 92
“I(a mod 4 = 0)” amod 4 =0

3.1. REFE

if RKOZHIITAEL720I1T1E, SHIITAED %M
ReWzI ANT—R2EELTNIEE N, 11T, 2.3
HITHWEZRK 5 I2BWT, FIITAES DI
NEEBEAERT,

I12HE 2 2HOEIZBWTIE, if &R0 A b
LTWB728, iz RE if £4R1d and TED -7
HEDL b, F£7z. else HiDBICH B HAIE, FLdB LT
b5 FMRNEBEUFMERN 2R T BEND D,

iP5, REFEEZEIT 5 720 O BN 72 AL D
Rz lR~R5,

17

3.2. if XDOWEDRHR BT AE if RUEXDERK

REFEOHIZ, M TITRT, ZORZEIZ, REF
HEOFHEZIT S, FEIE, f NI 210 T v 7 A6
T ERMEARDERD 2 DOTH D,

1L if RO VT v 7 A1) (K7 HOFIE1.)

if NOWEE %GRS 27201, MU 217572
. B RN VTV I REMT B, A VTV IR
IZED, A A MR else if REDHEE, KR HE
T 54N 2HERTEL L5175, K7
i, i SRR 5 OFEL T WD, A bEE
DHIZIFEL TWBEMERX (M 7 H D condition0 —
0, condition0 — 1, conditionl — 0) l&. BlDFMAX
(B 7 H D condition0, conditionl) DA > T v 7 A
DIEFEDHIZ, BIZA VT v 7R LTHFZED
5,

2. ZMEARDER (M7 D FIH2.)

BT ABBZANT—RIZOWT, &R0 1
VFEWIARMD NS, AT =X TRE
SMREERT D, 1T v I A%MB FEIZER
DFENEZSND D, SEIXERE D E» S X
2L, FROMEZ LI, RO VT Yy 7 A%F
FALT. TORVEIZES =OIZHE TR E LM
ZENT 5,

SEA



5 # D EH:1
Bl#A:  E15|¥:nat

FART—=ZNo. AT —R -->HFHAT—%

No.1 3424 --> "amod 4 =0anda>92"
No.2 52 --> "amod 4 =0and !(a>92)"
No.3 1217 --> "I(amod 4 =0)

X 8 M HIRREFEEZHEHLUTEKLZT A
r—2x

5 17 H D output ®H AT HERR MK %2 B4 2
FT5e. £9. 417HD condition0 — 1 Z§i7= 3 &
EhRH D, FIZ, condition0 — 1 1% else if DM
TH A7, 297HD condition0 — 0 IEBET 546
EhHb, £LT, 1{7THE 2/7HTIf RXBR A b
LTWB728, 117HD condition0 17z 3 HEH
H5,

FDH, BELIRBEMRNIL. condition)— 17,y
D condition0 — Opgise D2 conditionO7yye & 74

60

BB, T2 TD condition* e, condition* pgrse & 13,
a>92 W if FEREHNZT B L. conditionprye B
a > 92, conditionpgise V&
VAT

conditionTyye P a <= 92

3.3. ERLERGREBLITANT -9 DEK

7z 9§ NERMRE LR RIT, ZDORMER 27
TERBME 2 AR T D, ELEIC KD BEUEE R L., B
EAGFRAERZ WX, AT —& & UTEHHAT 5,

SR 7 TP L RV A, AT —20D
ERIEAARETH D, D7D, AT — X EFITRH
HIRZ 32, —EREARGE U 258 XA T — X AR
WL ZF TS B,

3.4. REFEICLDTAIMI —R
812, 2.3HIDM 51T LT, REFLEHEHT S

ZETHERTEDT AN =A% R/Y, REFHEIZLD
FrI BT E BT A Ny — AUz, WIS T — & &

18

2017 in

LT “%mod4=0anda>92" ZHHHLTWVWBHET A
T—A%MRTE 5,

Lo T, BEFEIZL 20 %5 BWDM (125%&
T5ZeT, if AEDOHIZH LR VAT T A b
T—ARERTES,

4. R

4.1. REFEZOHRAMICDOWT

ARETIE. VDM++HEkREFEIZ LT A M — 2 HE)
Y =V BWDM 2B W, if AR o#EDFizdH
BRVMEIZNT BT A M — A ERE T2 W E % iR
R B2, if ROMEZHIHEOVEZT AN T —A
R TFIEERE L,

REFHEIE, £3. VDM++AR 2SR L 72812,
BERTIZBIET B RIS YTy 7 AT 2T 72,
ZOB, FAPDOHFIZH B RITDWTIE, FOEDA
VTV IR, BILA VT I ARMABRETEHI L
T, A AU If ROMEEZRE L, £L T, 5L
oA YTy AT, FRITAED-ODEMER%E
B U, BBz, B UG R22T AT — X
EEBUZ & > THEEK U=,

SEEUFHRICE D, f RELOEEOTIZH S
ROMBIZNTETFA N —AZERTESZ L 2MHERT
Tz, ko T, BEFED BWDM O F A b7 — 24 il
2. SEHRE LT A M — 2B RLEE & BT FEE
52T, itARATOMEDTIZHZREYEIZNT ST
A N7 —= AL ETARVEER R TE S,

4.2, BEMRRE

A5 3247 (Symbolic Execution)[10] ZH\% Z & T,
SR OREFERRIZ, f APANTITR-o725E5E 4
TORVEIZH L TT AN — Ao 72 Fl e U
T, HARSDMYE[11] &, @RS DL [12] B’H 5, it
FHEITIE, RV EIT T B MRS (REX) 28
35,

YV — A 32— RO (Assersion) O B2 H B 42 Bk
FHRIFIASHFEINTWED, ZTOMERE LT, &K
AR 2 R, FRBTHR T 0S5 LADFETT
T—RERMRTHBRICAVSNE T A N — AR
BLWVS ZEBHSNT WS, BALIZIDT A M —

SEA



IR EE WET 572012, il 5FITREDTIEEM
W2 T AN — A ERFEERE L2, Sl5ETEHY
T, HHRY—AI—RNHOETOREVEIZY LT, TD
TRt (MR 2EH U, T ORM:%729 51 80%
LTV,

¥, ATV MR TR I I VI BITBY
M7 TFAMNEITDICIE, TANHRRD L VAR
VAR - IRFEDEH 72 Y ORTHEMD A Y v REIT %,
TANT—ANTHODBELEDH S, TDLIRT AL
i — AHBAERY — )LD 1 DIT Seeker[13] 2B . EiA
5 1% Seeker DRERENLIE # 1T > 7z, Seeker Tld. i 5E
11 & BRI 7204 % L A A o1 72 BN EE 51T (Dynamic
Symbolic Execution) & FH\NT, YV —Z2 23— NHHDZMA
REHIZ, ETORVEICKT 288D % LKL T
W3,

ARG TIRET 5, if ROEERBZFEDO VT X b
F—=AHERFEE, ATy I AERAVTEDED 55
HRZEHT 570, GLTFET LKL T, HRERZ
HIRCTE 5, 207, GHEMEOM T, GLEFETITH
RTEMNELED L F R 5,

7. VDM B2 FZIZUZT A T — 2D BB LK
HFIZBET 258D 1 212, KB5S DML H 5 [14], &
56 OMZETIE. VDM fERkGLid 26 a—F—F7 — iz
WTBTAMETHOZLEZHNELT, TAMKNTAN
DL DIERZ1TS Y =V EFFK L=, BESDY —)L
i, BEXFEEZHAWEZY 7 by TREBICEITS ok
AHD, BETFAMIBITETA N2 LET 3,

B oY —ik, BUR. VDM-SL {LERA O #1EE
BETAN T —AERORNHZLE LTWD, TD=d,
VDM++%Z W Rz, BBEER»S T A M7 — A& Fik
3% BWDM & I3HER 5, £72, BESDY = 5H
HENBET AN —AZ, ANWT—RE LTEHBADSE
HRERRTEHDTHS, ZHiZH LT, BWDM i
FHERP S AU 72, BARZRBUED AT — & % R
TR N TH S, TD7=b, BWDM OB Zffi-
TEDEFETAMNEEFTTESZ LD, BWDM DF AL
ThdEWVWZR D,

F72, VDM++HEEGERZ T AN T 572007 A K
r—AHBAERKY —)L 2 LT, TOBIAS[15] 23 5. TO-
BIAS I, TOBIAS IZ A EN7zTF A RS = IZHEW,
TANTF—=AZH}ERT S, TAMER=V L, T
A MNREEPEHEFEHRAANT, HHITAETANT—A
EEHELIZEDTHS.

19

2017 in

TOBIAS & BWDM I%, ¥% 5% VDM++% Wz
V7 M THFEDT A MEREE ST 5. TOBIAS I3,
VDM++ TRl SN2 DH DD T A MK EITD.
Zzx LT, BWDM & VDM++Titid & /- AkH
HEBUCEERTT o7V 7 M7z TADT A N2 LET
5T, ®igoTW5,

5 &bHYIC

ARETIE. VDMA+Z2HIZU72T A M — 2 HE A
Y —)VBWDM 28175, if RFALOEDFIZH B E
AT B F 2 b7 — A & AT 27RO RIRE % Rk 3
L=z, if AOMHERIICH O FA M — A BT
HEaREL 2,

REFIETIEE T, VDML Z H U U 7214
2L it Rz VT 2 A ERMNE L, FOL VYTV Y
AT, BHIITANE D 2D DEAMRZ AR Uik
2, TN DERMNERZTANT— X2z -T
R L 72,

REFHEIZE D, BFEDO BWDM TIZAERTE R D>
7o, R BEEDTICH ARV EICHTET AN —
ADERRIPAIREIR Z L 2R U 7z, Bz, BEED BWDM
DT ANT— A EFUIIZ, SERELZT AN T —Z
AR EZBINTEEST B Z T, f RELO#ED T
WZHBRVEIZNT BT AN r— AL % T 278\ RE
ERRRTE B,

UEDZ s, SRIOBEFEIZEINT BWDM
ANAN T — X AR % 5T 5 Z & T, B0 BWDM
DM S & P L. BWDM D F 72 2 R M D) iz 8
NEEER 5D,

ARz, BWDM 05 #0i#E %2 RT,

o 7V NI—=RADHKIG
RO AT 2 5 A% 72 TEEDEFEEL RN
BE. RVEIRXTY Na—KNThs, ZDHEE. A
NTF = RERIIT AN, AL TIRANT —
KA E — BRI TR T 9 5, RREARERSAM:
R T, ABNTF—R2ERLUEEZ2T7HT, 2—
P—IZTy Na— N2 {EHT 2H8EPBETH 5,

o RNIEDEHICHES, HE DX

BEER., BERL L OEFRITAITBAERI G
Thod, £z, FHRMEOFEREM, let N &

SEA



D VDM++IZFHET 52 < OEXIZH, BEFD
BWDM ERMIETH B, THo DS T AR
T—A%LERT B FEEERE L, BWDM IZEET
52T, BWDM OFHMAEIZM ET5EE 2
TWw3,

o FERAI DI DR
BEfED BWDM 1d, #EHAIDA D, FEHI P E A
WZIERMIGTH B, WSURIT ORIz, BEELIAND
BOFEREMH U, BEFUEI R CAT T — R AR
W ZEETAZZ LT, ZTNODTF AN T —ADE
BT REIZ B 2 EZTW5,
o MANLETH 5 if MERADK G
if R OMENEETH 554, BiED BWDM
BB 21T Z e TER WD, AT —
REREITZIRV, DX D% if LA SER
fE2HE T 20 % BWDM I25E%4 52 & T,
BWDM DE D E R Bk % RiAD 5,

ZE Xk

(1] REFEF T — 2 _R—Z, REFEG - ATIET 74
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Abstract

Concurrency issues have been a serious problem in
the whole software industry. They very often lead to
hard-to-reproduce bugs and thus are very difficult to
locate and solve. In this paper, we introduce a movel
method for detection of one major category of con-
currency problems, data race. This method extracts a
Variable Dependence Tree from source code and finds
data race by analysis on the Variable Dependence Tree.
A prototype is built in Java according to the proposed
method and tested on production-level source code (C
language) with more than 400k LLOC. As a result, the
prototype tool successfully detected all known data races
including one relying on redundant structure of soft-
ware and proved the effectiveness and feasibility of our
proposed method.

1. Introduction

With the rapid growing complexity of software sys-
tems, concurrency issue has been an prevailing prob-
lem in software industry, which has drawn a lot of at-
tentions. Since concurrency issues can easily lead to
hard-to-reproduce bugs which take a long time to lo-
cate and fix, they are one of the most urgent problems
to solve for cost control. According to a survey of Mi-
crosoft in 2007[1], over 60% of 684 software engineers
had to deal with concurrency issues on a monthly ba-
sis. Concurrency bugs usually takes several days to de-
tect and debug, and thus most of 684 engineers would
welcome additional help on solving concurrency issues.
Another survey also showed that about 73% of the ex-
amined non-deadlock concurrency bugs were not fixed
by simply adding or changing locks, and many of the
fixes were not correct at the first try[2], which implies

the difficulties and costs software engineers face during
solving non-deadlock concurrency problems.

In this paper, we will focus on data race, one main
category of non-deadlock concurrency problem. Data
race only happens in some certain program states,
which makes its localization and fix very expensive in
industrial practice because there are too many states
in a real product’s program to check one by one. To
solve this problem, we propose a novel static method
for data race detection based on dependence analysis.
While a lot of existing static methods suffer from false
positives, the proposed method theoretically has few
false positives. By focusing on the dependence among
data accesses instead of data accesses only, the pro-
posed method can more effectively exclude program
states (each corresponds to a combination of data ac-
cesses) that are irrelevant to data races so that the false
positive rate can be kept in a manageable range. Re-
garding the target of detection, we choose source code,
the relatively downstream output of software develop-
ment. The main reason is that considering the fact
that data races can be introduced into the program in
both design and implementation, we want the proposed
method to cover different phases of software develop-
ment as much as possible.

In the rest part of this paper, Section 2 gives a clear
definition of data race. Section 3 introduces some re-
lated work on data race detection. Section 4 describes
the proposed method for data race detection. Section
5 shows a prototype tool we built based on the method
introduced in Section 4. Section 6 describes the how
the proposed method is evaluated with production-
level source code. Section 7 discusses about the pro-
posed method based on the evaluation. Section 8 gives
a conclusion.
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2. Data Race

Data race has been an important research topic since
1990s[3]. One widely used definition is:

definition 1. When multiple threads' that concur-
rently run without any synchronization access the same
location of memory, and at least one access is write,
data race occurs.

In this definition, we can see data race is a bug due
to unsynchronized threads concurrently accessing the
same memory. Such data access will lead to undefined
behavior, and the actual ordering of accesses on the
shared memory is unknown because it is not specified
by source code. This unknown ordering may finally
lead to unintended output. However, there is still a
risk of bug when synchronized threads concurrently ac-
cessing the same memory. An improper synchroniza-
tion can also lead to unexpected execution orderings of
threads, which makes the final program output unin-
tended. In fact, according to one characteristic study
of concurrency bugs, around one third of the examined
non-deadlock concurrency bugs are caused by viola-
tion to programmers’ order intentions, which may not
be easily expressed via synchronization primitives like
locks and transactional memories[2]. Because both im-
proper synchronization and unsynchronization can lead
to an unintended thread execution ordering which fi-
nally leads to an unintended program output, we think
it is reasonable to treat improper synchronizations the
same as non-synchronization in data race detection.
Therefore, “without any synchronization” is actually
interpreted as “without any proper synchronization”
in this paper.

One typical case of data race is shown in Figure 1.
Thread A and thread B execute concurrently. One cal-
culation in thread B depends on two readings of vari-
able Var, which is updated in thread A. If the syn-
chronization of thread A and B is improper or does
not exist at all, it is possible for thread A to update
Var right between two read accesses of thread B, which
may finally lead to an incorrect program output.

There is another concept called race condition. Al-
though race condition is used interchangeably with
data race in some researches, it is more often consid-
ered as a more general concept. In this paper, we adopt
the more general definition as follows,

IThread, task and interrupt service routine (ISR) are used
interchangeably to represent the general unit of concurrency. It is
true that different operation systems or programming languages
may have different names for the unit of concurrency, but we are
only interested in the general concurrency issues in this paper.
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Thread A Thread B

Figure 1. Data race on single variable

definition 2. When the correctness of a program’s out-
put is affected by the potential nondeterminism in tim-
ing or ordering of threads’ execution, race condition
oceurs.

One interesting case is shown in Figure 2. Unlike
the case in Figure 1, this race problem happens on two
variables instead of one. More specifically, the two vari-
ables, Varl and Var2 are actually a redundant variable
pair, which means Varl and Var2 stands for exactly
the same thing, and they both exist due to the redun-
dant structure of software which is applied in a lot of
critical systems for safety concerns. Thread B reads
Varl and Var2, then compares their value to check if
there is a malfunction in the system. Thread A runs
concurrently with Thread B and updates both Varl
and Var2. If Thread A updates the values of Varl
and Var2 when Thread B already read Varl but have
not read Var2 yet, the comparison result of Varl and
Var2 may be wrong and finally lead to a system fail-
ure. This kind of race problem actually happen during
development and is sometimes even more difficult to
find and fix.

According to definition 1 and definition 2, the race-
related problem shown in Figure 2 is actually a race
condition instead of data race because Thread A and
B are not accessing the same location of memory. How-
ever, this problem has almost the same mechanism
as data race except there are two variables involved.
Therefore, we think it is reasonable to improve defi-
nition 1 by changing “the same location of memory”
to “memory storing the same information”, which will
make definition 1 generalize similar problems better. In
the rest of this paper, we will use definition 3 instead
of definition 1 for data race and consider the problem
shown in Figure 2 as a data race.
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Thread A Thread B

Figure 2. Data race on a redundant variable pair

definition 3. When multiple threads that concurrently
run without any synchronization access memory stor-
ing the same information, and at least one access is
write, data race occurs.

Without introducing definition 3, it is also possible
to consider a race on a redundant variable pair as a
combination of two data races, each of which includes
exactly one write access and one read access of one
variable, but we chose not to do so due to reduce false
positives (details can be found in the 5th paragraph of
Section 4.2).

3. Related Work

There are many researches done to solve the data
race. The simplest method is Mutual Exclusion Lock-
ing discipline, which requires a lock be held on every
access to a shared variable. Appropriate use of mu-
tual exclusion locks can eliminate atomicity violations
of any data, therefore prevent data races. Another sim-
ple method is to use buffer for shared variables, which
allows a program to has a copy of certain variable at
certain time and can use it at any time necessary. How-
ever, when we have a extremely large concurrent pro-
gram, both methods lead to a very high maintenance
cost. In addition, for programs of systems with limited
resources (e.g. automotive control systems), it is not
practical to use mutual exclusion locks or buffer for all
variable shared between threads.

Type System can be used to prevent data race.
The basic idea is to make a programming language
that cannot realize data race. A lot of early researches
on such type systems use locking discipline while some
other ideas for the type system construction have also
emerged. Recent work can be found in [4][5]. The
main problem in type-based solution is the high cost
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of switching to a new language and the expression lim-
itations in the current race-free languages.

Dynamic Analysis analyzes the runtime behav-
ior of program to find potential data race. Most dy-
namic race detection tools do lockset-based analysis[6]
or happens-before analysis[7] or both[8]. Current dy-
namic methods for data race detection usually suffer
from two main problems. One is that such meth-
ods usually require instrumentation in the source code,
which can dramatically increase the development cost
sometimes. The other problem is that dynamic method
can only find data race in the execution paths taken in
the detection because the whole analysis is based on
runtime behaviors. This makes dynamic detection un-
practical for critical systems that run for a long time.
For some programs with much longer runtime than the
testing time (e.g. one automotive control program can
run for thousands of hours in millions of cars), it is
much more likely that a data race appearing in actual
execution was missed in dynamic testing.

Static Analysis is used for race detection as well.
Static method is usually very flexible, therefore the
performance varies from one to the other. Among
all static methods, some recent flow-sensitive meth-
ods showed potentials for industrial use because they
have a combination of soundness and completeness.
RacerX[9] is one good example. It intentionally sac-
rificed some soundness for better completeness (fewer
false positives) by applying several heuristics in the de-
tection. When elimination of false negative is not re-
quired, false positives can be controlled to a low level
with this method. Inamori and Yamada proposed a
static method for detection of data race caused by im-
proper use of interrupts in automotive systems [10]. It
searches for a data access pattern which ensures there
is no false negative, and runs several checks to reduce
false positives. In the target data access pattern, two
read accesses with low priority and one write access
with high priority happen on the same variable con-
currently. Since this method uses model checking to
eliminate false positives in the end, it suffers from the
state explosion problem, which makes this method not
feasible for large programs.

Model Checking is a method that can find all data
race including those hard-to-reproduce ones. Unlike
dynamic methods, model checking is able to explore
all theoretically possible execution paths by analyze
a model of the program instead of the program it-
self. However, model checking suffers from the state
explosion problem. When the size of target program
is very large, there are too many possible execution
paths to check, which takes a lot of time and memory.
In our previous work, we tried to apply a program slic-

38 SEA



ing before model checking to solve the state explosion
problem[11]. For some complex programs, the state
explosion still appears after slicing, so we also tried
a divide and conquer strategy (divided the problem
into small parts, do model checking for each and the
interfaces between them). This strategy was proved
effective, but another question comes up as how to de-
termine which part to check first. When we know there
is a bug, it will be possible to find it earlier if we can
check the part that is most likely to contain bugs at
first. However, this requires some techniques of bug
prediction or vulnerability analysis.

4. Detection Method

In this section, we propose a novel method for data
race detection based on dependence analysis, which
statically analyze source code and point out data race
in one part of the code that the user is most inter-
ested in. The proposed method is consisted of two
main steps. The first step is extraction of variable de-
pendence tree, and the second one is race search.

4.1. Extraction of Variable Dependence Tree

The first step of our proposed method, extraction
of Variable Dependence Tree, is a technique originally
used for program slicing, which was introduced in our
previous work[11]. Program slicing is a popular tech-
nique used for locating bugs in large programs. This
technique allows the user to focus on the code of in-
terest, which can be the code that is most likely to
have bugs, or code related with some observed mal-
function. Specifically, it means to take a slice of the
program containing all statements that may affect a
specific variable at a specific point in the program. It
was originally proposed by Weiser [12] and have been
quite a hot topic in researches since then[13].

In our proposed method, instead of taking a slice of
program related to one variable the user is interested
in, we take a slice of variable dependence related to one
specific variable the user is interested in and represent
it in a tree called Variable Dependence Tree (VDT).
Although in [11], VDT is ultimately used for program
slicing, the actual program slicing is not necessary for
data race detection in this paper because the detec-
tion is purely an analysis on VDT. In the rest part of
this subsection, we will briefly introduce the concept of
VDT and several other concepts it is built on.

The study on dependence representation of program
is not a new research field. In 1987, Program Depen-
dence Graph (PDG) was first introduced by Ferrante,
Ottenstein and Warren to make explicit both the data
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and control dependences for each operation in a pro-
gram. Specifically, PDG is a directed graph. In this
graph, nodes are statements and predicates; edges in-
cident to a node represent both the data values on
which the node’s operations depend and the control
conditions on which the execution of the operations
depends|[14]. Based on PDG, Horwitz, Reps and Bink-
ley proposed System Dependence Graph (SDG) for in-
terprocedural slicing[15]. SDG extends PDG to incor-
porate sets of procedures rather than just monolithic
programs and can be considered as a set of PDGs.

Variable Dependence Graph (VDG)[11] is a concept
we developed based on concurrent version of SDG.
VDG is a graph derived from SDG in which each node
no longer represents a statement. A node in VDG
represents a variable or a constant in a specific state-
ment with a specific execution path or a specific control
statement (e.g. if statement, while statement) with a
specific execution path. For example, the same variable
appearing in two different statements is represented by
two nodes (one for each statement). The same variable
in the same statement that has two possible execution
paths is also represented by two nodes (one for each
execution path). The label of each node is the name
of the variable or the control statement this node rep-
resents. Besides the name shown in label, each node
also carries trace information of the variable or control
statement it represents. An edge in VDG represents
data dependence or control dependence between two
nodes. The method to extract a VDG from a program
is discussed in [11].

Variable Dependence Tree (VDT) is a VDG pruned
into a tree. There are two types of VDT, Goal VDT
and Start VDT. We will only use Goal VDT in this
paper. A goal VDT is a directed tree T'(V, F) rooted
at node s, where V is the set of nodes, and E is the
set of edges. The set of children of node v is denoted
by C(v). Yo € V depends on Ve € C(v). The edge
between node v and its child ¢ € C(v) points from ¢ to
.

Since the transformation from VDG to VDT is al-
ready introduced in [11], we will only briefly describe
the basic idea about it in this paper. To prune a VDG
into a VDT, we search for nodes depending on the same
node in VDG. The set of nodes depending on an arbi-
trary node x is denoted by D. For all edges point-
ing from x to d € D except the leftmost one, remove
the edge, and add a new leaf node z} as the child of
d € D. The new leaf node z} means that the depen-
dence from x has already appeared elsewhere in this
tree and therefore can be ignored, where the subscript
1 is just an index to prevent redundant node labels. A
simple example is shown in Figure 3 and Figure 4. Fig-
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Figure 3. VDG extracted from variable S
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Figure 4. VDT transformed from VDG in Figure 3

ure 3 shows a VDG extracted from variable S, where
all nodes represents variables. As we can see, node A
and node B both depends on node D. To prune this
VDG into VDT, we keep the leftmost edge (A, D) and
remove edge (B, D). Then we add a new leaf node
D} as a child of variable B. In this way, the VDG in
Figure 3 is pruned into the VDT in Figure 4. When
the resources (e.g. time, memory) is limited, a partial
extraction of VDT is also possible, which is introduced
n [11].

By adopting VDT, we are able to eliminate all ar-
tificial orderings in the program and make potential
parallelism explicit. Since variables are represented as
nodes, it is more efficient to use VDT to detect data
race happening on specific variable(s). In the real-life
application, it is usually efficient and effective to ex-
tract a VDT from a certain error flag or output variable
the user is interested in. If the user does not have infor-
mation about such a variable and just wants to reach a
full coverage of the dependence in the program, which
is not recommended because of the efficiency concerns,
the user can extract a VDT from each final output of
the program.

4.2. Race Search

In the algorithm of race search, a concept called in-
terference dependence is used. The early definition and
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Figure 5. The pattern of data race candidate

application of interference dependence can be found in
Krinke’s work[16]. According to Krinke, interference
dependence occurs when a variable is defined in one
thread and used in a parallel executing thread. Specif-
ically, in a VDT, if an edge connects two nodes with
different thread information, this edge represents an
interference dependence. In [17], Krinke also showed
how to analyze interference dependence efficiently.

In our proposed method, we find data race candi-
dates based on dependence analysis. Specifically, if
multiple threads affects the memory storing the same
information, this situation is considered as a data race
candidate. Then data races are extracted by filtering
these candidates through priority and reality checks.
After adopting the concept of VDT and interference
dependence, the situation considered as data race can-
didate can be interpreted to “In a VDT, (D there are
multiple interference dependences, (2) variable(s) stor-
ing the same information appear on the descendant side
of each interference dependences.” Figure 5 shows an
example of such situation in VDT. There are two inter-
ference dependences (drawn as dotted arrows), which
means the value of S is affected by multiple threads.
Variable Var appears on the descendant side (bottom
side in the tree) of each interference dependence, which
means that value of S depends on two readings of Var
while these two readings are obtained in a thread dif-
ferent from where S is defined. When the thread where
S is defined and the thread(s) where two readings of
Var are done execute concurrently, the value of S may
be different for a different execution ordering, thus an
unintended value becomes possible, which is exactly
the data access problem we showed in Figure 1. The
details on priority and reality checks will be introduced
later in this section.

It is important to notice that the variables storing
the same information on the descendant side of interfer-
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1 int x1,x2,a,b,c;
2 int DIO;

3 int errflg;

4 void main(void){
5 xl=a+1;

6 x2=b+1;

7 if (x1!'=x2){
8 errflg=1;
9 }

10 }

11 wvoid calc(void){
12 ¢=DIO0;

13 a=c*2;

14 b=c+c;

15 }

Figure 6. Sample code for data race due to indirect
influences of data access

ence dependence (Var in the case of Figure 5) are not
necessarily the same variable, they can also be a redun-
dant variable pair (two variables storing the same in-
formation because of redundant structure), which cor-
responds to the case in Figure 2. Of course, in order to
recognize redundant variable pairs, the user has to col-
lect additional information about redundant variables
before data race detection. Fortunately, such informa-
tion can usually be extracted from design documents.

One interesting fact is that even when the user can-
not recognize redundant variable pairs, the data race
on redundant variable pairs can still be partially de-
tected. For the case shown in Figure 2, it is possible
that Varl and Var2 finally depend on the same vari-
able in VDT. For instance, this variable can be some
raw sensor data, and Varl and Var2 are calculated
based on it by different calculation methods. We did
not confirm if such case actually exist in evaluation,
but it is theoretically possible. Figure 6 shows a sample
code of this case. Main() and calc() are two functions
running concurrently. a and b are redundant variables
used to calculate z1 and x2 respectively in main(). If
x1 and x2 are not equal, an error flag is triggered. In
calc(), a and b are calculated based on variable ¢ (raw
sensor data) with different methods. Indeed, data race
happens on the redundant variable pair a and b. How-
ever, the dependence on the same variable (variable ¢
in the sample code) makes such data race no different
from those on single variable. Thus it can be success-
fully detected even when we do not recognize a and b as
a redundant variable pair. Nevertheless, the informa-
tion on redundant variable pairs is still helpful because
it makes the data race detectable at a higher level in
VDT.

When locating data race candidates as introduced
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Figure 7. Flowchart of race risk search

above, a kind of data race is intentionally excluded in
detection. No matter in the typical definition of data
race (definition 1) or the extended definition (definition
3) used in this paper, data race happens when only two
concurrent accesses of the same variable exist, one of
which writes and the other reads. In fact, data race
on a redundant variable pair can also be considered
as a combination of two such “1 read & 1 write” data
races. However, all “1 read & 1 write” data races are
excluded in detection for a lower false positive rate.
In a large concurrent program such as an engine con-
trol program, it’s normal to see many such “l1 read &
1 write” data races, but they rarely cause real prob-
lems in practice since they are easy to find and fix by
conventional methods.

The algorithm of potential race search is shown in
the flow chart in Figure 7. The input block takes a
VDT, information on thread execution priority as well
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as redundant variable, and reality information as input.
Reality information refers to the information about if
some threads can run concurrently in reality. This
information can include synchronization information,
hardware limitations, limitations of the runtime envi-
ronment and so on. Then “Extract Variable Groups”
process traverses the VDT to extract nodes represent-
ing access to the variable that store the same infor-
mation and divides them into groups by variable (e.g.
Var in Figure 5). After extracting variable groups,
“Pick A Group” process randomly picks one group for
further analysis. Decision block “Interference For All
Variables?” checks the paths from picked nodes to a
closest common ancestor. If there are interference de-
pendences in multiple paths, a data race candidate is
found and the algorithm goes to decision block “Reality
Check”. If not, the algorithm jumps to “Any Groups
Left?” block.

“Reality Check” and “Priority Check” block reduce
false positives by checking if the threads involved in
data race candidates can actually run concurrently
without synchronizations during runtime. “Reality
Check” checks concurrent execution limitations that
are not determined in the program under test (e.g. ex-
ternal synchronizations, limitations of hardware plat-
form or runtime environment). In a program with opti-
mized resource consumption and complexity, it is nor-
mal that only some threads can run in a specific sce-
nario and some threads can never do even if it is not
explicitly set in the program. For example, a thread
for situation when car speed is equal to 0 and a thread
for situation when car speed is higher than 100mph
can never run concurrently. “Priority Check” checks
the execution priority of threads involved in the data
race candidates. Given the OS or hardware platform
where the program runs, some threads are not allowed
to run concurrently due to execution priorities. For ex-
ample, in a lot microcontrollers, threads with the same
priority are executed sequentially instead concurrently,
therefore there can never be data race between them.
It should be noticed that rules in both checks are flexi-
ble and should be adjusted based on the program under
test or the goal of testing.

When both checks pass, the algorithm will go to
“Record” block. Otherwise, the algorithm jumps to
“Any Groups Left?” block. “Record” block records
candidates that passed the checks as potential data
races. Decision block “Any Groups Left” checks if there
is any extracted variable group left. if there is any, the
algorithm goes back to “Pick A Group” block to pick
up a new group and search for potential data race. If
not, the algorithm ends.
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Figure 9. Screen capture of D-FORCE

5. Implementation

We built a prototype tool called D-FORCE in Java
for the proposed detection method introduced in Sec-
tion 4. As shown in Figure 8, it takes inputs including
source code, redundant variable information, thread in-
formation (priority and entry point of each thread) and
reality check information (which threads may run con-
currently) to generate data race list. For an efficient
implementation, we assumed the target programs are
only written in C language without loss of generality.
One screen capture of the D-FORCE is shown in Fig-
ure 9. Since it is also used in our other researches, only
area A and B are used for data race detection. Area
A shows the extracted VDT, and area B is a source
code reference window, which shows the corresponding
source code of selected node in VDT so that the user
gets a visual confirmation of actual source code.

Figure 10 shows a sample source code. If we extract
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a VDT from variable z, it will be visualized in area A
as shown in Figure 11. This is a standard result of the
first step of our proposed method, extraction of VDT.
Each node has an icon followed by a label. The icon
shows data type. If the node represents a variable,
a green round icon with a “v” inside is shown, just
like the one before label “x (L:16@func)”. If the node
represents a constant, a gray icon with a “c” inside is
shown, just like the one before label “2 (L.21@calcl)”.
If the node represents a control statement, a diamond
shape icon is shown, just like the one before label “[if]
(L:12@func)”. If a node represents anything that al-
ready appeared somewhere else in the VDT (such as
the D} in Figure 4), the icon is a yellow stop sign,
just like the one before “x1 (L21@calcl)”. Label gives
more details about the node. For example, label “x
(L:16@func)” means the node represents variable x on
line 16 of function func. A label “[if] (L:12@func)”
means the node represents the if statement on line 12
of function func. When a variable node is at the write
side of an interference dependence, the variable icon is
marked with a red arrow and a “<” mark is added to
the beginning of the label.

The result of potential race risk search on the VDT
is also shown in Figure 4. At the root node, the
“(risk=1)" shows that there is one potential data race
detected. A “=icl=" mark is added at the beginning
of the label “x (L:16@func)”, which indicates that this
variable is the common ancestor related with the first
detected data race. “=rdl1=" and “=wol=" indicates
the corresponding variable are one side of the interfer-
ence dependence related with the first detected data
race. When such a result is available, D-FORCE also
automatically generates a file with all formation about
locations of interference dependences and the common
ancestor, based on which the user can understand how
the potential data race can happen and trace back to
the exact problematic statements in the source code.

6. Evaluation

The feasibility of the proposed method in industrial
use is confirmed in our evaluation. We ran D-FORCE
on obsolete version code of two different powertrain
ECUs (Electrical Control Unit) developed in Hitachi
Automotive Systems. 100% (4 out of 4) data races ac-
tually encountered during development were success-
fully detected while the number of false positives was
maintained in a manageable range.

Both sets of source code are written in C and have
more than 400k LLOC (Logical Lines of Code). D-
FORCE was executed in Windows 7 running on a PC
with a Intel Core i7 870 CPU (2.93GHz) and 16GB
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1 int a,b,c,x,x1,x2;

2 int DIO;

3 unsigned char errflg=0;
4

5 wvoid calcl (void);

6 void calc2(void);

7 void input(void);

8

9 wvoid func(){

10 calcl ();

11 calc2 ();

12 if (x1 !'=c¢ || x2!=c¢){
13 errflg=1;
14 }

15 else {

16 x=x1;
17 }

18 }

19

20 void calel (){

21 x1l=ax*x2;

22 b=x1;

23}

24

25 void cale2(){

26 x2=a<<1;

27 b=x2;

28 }

29

30 wvoid input (){

31 a=DI0;

32 }

Figure 10. Sample source code
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e g 2 (L2 @ calcl)
= [if] (I_1 2 @ func)
E y)ﬂ (L12 @ func)
Co e (L21 @ calcl)
SR b (L12 @ furc)
L B b (27 @ calc?)
a2 (L27 @ cale?)
=W 2 (L26 @ cale?)
=rd1=5 (L:26 @ calc?)
. ' =wol =(<a (L3 @ input)
: L1 (L26 @ calc?)
E w2 (L12 @ func)
L2 (L2E @ calc?)
W b(L12 @ func)
- b (L27 @ calc2)

B

Figure 11. One example of VDT visualization in
D-FORCE

43 SEA



RAM. The whole analysis finished on both sets of
source code within 15 minutes. Redundant variable in-
formation and thread information were obtained man-
ually by reviewing design documents. Since we no-
ticed that some false positives appeared in initializa-
tion threads, we manually excluded all initialization
threads during data race detection, which can essen-
tially be considered as a kind of reality check.

Among 4 known data races, 3 of them have the same
data access pattern, which is exactly the typical case
shown in Figure 1. The other one is a data race on
a redundant variable pair as shown in Figure 2. All 4
data races were confirmed as bugs leading to system
failure in previous development. According to our ob-
servation, false positives still exist, so a more accurate
measurement on completeness is necessary in the fu-
ture work, after which we can decide the direction for
further improvements of the proposed method.

7. Discussion

In the proposed method, we did not use synchro-
nization information to find data race candidates be-
cause we wanted to detect data race due to both “no
synchronization” and “wrong synchronization”. Obvi-
ously, synchronization is partially used in the priority
check to reduce false positives, but there are still some
synchronization informations that can be helpful but
are currently not used. For instance, information on
interrupt disables are used in the work of Inamori and
Yamada[10] to reduce false positives while it is not used
in our method at all. Such underutilization of syn-
chronization information has pointed out one possible
direction for us to further reduce false positives.

Dependence analysis in the proposed method allows
data race detection to focus on interference in depen-
dence instead of accesses on certain variables. This
enables detection of data race resulted from indirect
influences of data access. The code in Figure 6 is also
an example for this feature. When variable ¢ is up-
dated in one thread, a concurrently running thread
does not necessarily have to read exactly variable c
multiple times to cause a data race. In the thread
where c¢ is updated, variable a and b are defined based
on c¢. A concurrently running thread can also cause a
data race by reading a and b and using their values
together for some other calculation (a and b might be
calculated from different ¢ values). In this case, there
are at most two accesses on variables shared among
threads (a and b), so it is very hard to detect by con-
ventional methods without generating many positives.
In our proposed method, this is not a problem due to
dependence analysis.

2017 in

int a;

void calc(int xpt);

void main(void);
a=0;
calc(&a);

}

void calc(int xpt){
*pt=3

}

Figure 12. Sample code for data access through
pointer

© 00O Uk W

While a lot of data race detection methods have trou-
ble analyzing program with pointers, dependence anal-
ysis in our proposed method helps to find out which
piece of memory is accessed when pointers are involved
in the data access. One example is the sample code in
Figure 12. Main() and calc() are two function that
run concurrently. They actually access the same vari-
able a, but the write access in calc() is done through
a pointer passed to it. Since pointers are also included
the dependence analysis, it is very easy to figure out
the two threads are accessing the same variable a in
our proposed method.

It is also important to notice that our proposed
method is naturally compatible with programs contain-
ing parallel threads even if we only mentioned concur-
rent threads so far. For the proposed method, the only
difference brought by parallel threads is that the data
accesses can not only be concurrent, but also simulta-
neous (physically at the same time). This difference
cannot affect how we identify data race candidates or
the correctness of checks applied to filter them, so the
proposed method can also detect data races in program
with parallel threads as long as we have information
about which threads run in parallel.

When a data race happens, the program’s output
may still be correct after certain processing in the pro-
gram. Such situations are relatively rare, but still pos-
sible. The data race that does not affect the correct-
ness of a program’s output is referred to as “benign
data race”[18]. Our proposed method cannot com-
pletely distinguish benign data race, which seems like a
problem. However, recent researches showed that it is
impossible to guarantee that a data race never affects
the correctness of a program as long as the compiler or
hardware can be changed[19]. Therefore, we chose to
include “benign data race” in the detection results.

8. Conclusion

In this paper, we proposed a novel method for data
race detection based on dependence analysis. A pro-
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totype tool is build in Java to realize the proposed
method. By running the prototype tool on production-
level code of two real industrial products, the proposed
method proved to be feasible for data race detection in
industrial practice. However, more empirical validation
is still necessary in the future. Besides the programs we
used for evaluation in this paper, the proposed method
should also be tested on more programs for a more
accurate measurement of soundness and completeness,
after which we may be able to make necessary improve-
ments (e.g. further reducing false positives by a better
utilization of synchronization information such as in-
terrupt disable and mutex).
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/* header files */
#include <stdio.h>
#include <stdlib.h>

/% main */

int main(void) {

FILE *fp;

char *filename = "sample.txt";
int ch;

/T TANDI =T v

if ((fp = fopen(filename, "r")) == NULL) {
fprintf(stderr, "%sD A — 7 VTR L £ L 7~ .\n",
exit (EXIT_FAILURE);

}

/7 7 ANVDOKEETCX T EHRAMY RRT B */
while (( ch = fgetc(£fp)) != EOF ) {
putchar(ch);

}

/P 77 AND A — R )
fclose(fp);

return EXIT_SUCCESS;

X 1. C SERBEHL fgetc DY > T T 07T L4

£9, 1 2HOERTREY Y V705 L% HNT
Y — A 32— R OREGEEITH OFHli SEER &2 T o 72, 2D
FEEEREZHWTRQLIZDOWTEZ 3.

RIZ, 2 OHOERTIEA -V —A Ty =7 b
ZHWTY — 23— N ORI o i O F2BR & 17 -
7z, ZOEBEEEREEZHWTRQ2, RQ3IZOVWTEZ 5.
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HiBET 2 Z EICLTWS. 2D Web R—Y T,
BB~ 7 0 DAY B 7 7 A IVHIRTIVT 7Ry
Ml iz k> THEINT, BRI TWD. Hiz,
BB K> TV IV r 5 L% - TH
ZLCVWBEERH 5. HlxiX, B fgetc TIEH VT
NTar I LhEFoTHEZLTVWS., 2O TV
U7 S56FM1THE. TS5 T7ars 5 A
MO ARV M EROWTREGEEME 275, £2MAT,
DY INTaT T ATIEXEN O OB HAZE
PEHLNTVWE DT, FHGEEZFRE T 2H1IZTRTOH
AFE% [JAPANESE] 122411 /.
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SEA
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DAL 2. BRI X Y b

/7186 H12H W E & IE
/¥2016/08/12 W kB IE x/

VZ4 Ve ke
//EVBHATOT

FEFRETH 20, NNEFEOREXRHAFOEND S,
OISR T O NI WT R H ZDT, V—IL
WL BEERRBREL B,

ZZTCAMETIE, V—Aa2— ROREM LE2BK
ELUT, REDIAY MNEMBTEY -V ERET 5.
MIET DY — VX, ERRBZRFAL, BiXFH o8
X — % XML(Extended Markup Language) 7 7 1 )b
2] IZEETE S, ZD XML 7 71 VORI FH D]
R—= v FTHaAA NeRHTS. —EHRELE
XML 7 7 4 ViE, Zofio 7oy 2 b THEAMAT
5. izl U2 WRED I A Y BT EGE
i, BRESXFEIIORR—= e LTENTSZ 21240,
FPIZHIETES., AY—ILVE2FHTLI LD, B
EDIAAY FERETES, v—F 7 O%E % LTV
53XV IPREYRIAY MERES LTV Z LT,
Y — 23— FIZTET 2 E D HIC B R A SO L
NREN5.

AFEOMIL, ROLBEHTHD. 2:HTIX, Y]
RAAVNEERTS. 3ETIE, AELEZY —ILDH
Bl ZDOREEZ DT 5. 43T, VI OFEESE
IZDOWTEHAT 5. 5 ETlE, WV —ILOEMFNIZDOWT
MIAT B, 6= TIE, V—IOEEEITS. TETIE, A
fBlizonwtxeHs.

2. F@EYIRIAA Y b

R EZOND ARV NOEME DT, A
MORBEY PR ES LT VT — b &2To7-. TV —bOD
e, RREEA AL 2L OFFKE 16 ATH S [3].
T U= MIBWT SEIM ERREYZ 2 EX D%,
AT A M EET S, DRI, REtzaxy
FOSEE FOMEERT.

o WEEED AV b

wgEEaI Ay holE, VAN 1IZRT. YUAb
LIZRUEBIBER I A > ME, WEERPEIN
TWBIAYNTHDB., TAVIDPAVTFUVRX
NIV — AT — NOBPR L IFRR > 72NEIT -

W N e
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YA b 3. MEZFOHDEHELTWVWEIA Vb

// 22 Ti1oE V=TT 3
while (i < 10) {

it+; J/ iEA VYTV AYET S
}

TWARNLE DS, /-, WEBEKEI XV MIE
MENTWLEIZ, IXAVIEBITVWE, V—2A
I— RKPHEMMZILK LK 5. D EOEE»S, s
BEDIA Y NEETOTIERL, N—Va v EH
V= EFHTERETHS.

o EXMMERZ IRV
BEEAPBEHRZ XY bOHlE, VAN 21T5RT. Y
AN QIR UEEXKDERLIA YV M, DL
HEETE,PNTVEDOR LS b6 Va AV
TH5D. BHHIERZIRAY NHPEET D L, A
FIZ &> THRRMPEZBGED1H D, BILEZHBEWT
LE5.

e WHIZDHDEFALTWVWEHIA Y B

MEZDEDZEFHILTWAIXA Y NOKIZ, YA
F3IWTRT. YARSITRLAZIAY N, WHEZ
DHEDENDEETE VR /Z7ZIIDIAY N TH
5. ZOLESHaARAY ML, V—AO2— NDHATF
EIEER A —F RS TI, iy —Aa—
NOEZEPTHZIITHS. WHEHZOHDZHIAL
TWbaxy L, SEEAET2Y — IV THRIET S
DIFE LW, AFETIE, ZOaXA Y MIRETLE
LW, FOHEIZOWTIE, 7TEDOSHOHE
TalHT 5.

3. &fEY—IL

APEL72Y —id, Java SEETHAFE L. Java {8
RYVPA VARV TELRETHNIE, [EED OS
ECHEIET 5.

V=)V DAME & BEBE, [T A > b 2l BSEED ZEM,
XML 7 7 4 MIZDOWT, PAEFNENHET 5.

SEA
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AN

HE 774l HBE =A

A q—sN— J_

class Test {

public:
SATODO 2 A2 k1 (JEiEEE)
Test();
~Test();

J
*TALRSEDRRT S,
*REMEIRERET S,
*f

int GetTestNumber();

BB - R T N PO U

LN b WN=O

/I FAREERETS.
void SetTestNumber(int testNumber);

private:
/2016711708 MEE0M S 1 IZHEE

/fint m_testNumber = 0;
int m_testNumber = 1;

(]

] mery>y

w

code_comment_sample_20161108.cpg

BRHLEOX YK | £2TOOXX b
ML EDAY F oA

3:) TODO O A b (FEHE) BEFEOGTHRENSURT
7 cFALEEEDRSTD, * Fid
j0B MRMEEOS S1CHE Tl

i ek

18:/f 2016/11

3d:felse@NR—rRBESTAEX?

BT EETREN B EY

J mmzu7

X 1. W — I DOAE

3.1. V—IJL DA ER & 1RE

AW TIRIEL T2 — VOB 2, X 1I1TRT. GAME
ULy —VidA=Za—nN—, HET) 7, XRTITH
S LTV, V—lDa—H—F, A=a—N—n
HBAZa—TATLEERTEILIZEST, V—ILD
ez MHTE 5.

A—YP—PRAZa—N—0D [FE] 27Vv0T5L,
WEAZ2—%FRT D, ZEA=a—05, FRIIR
T 1 ODKREERIHTE 5.

o X¥I—F
A=Y= [XFa—N] Th—VNVEEbEsL
FIZ2DDA=a—%FKRd 5. [UTF-8] & [Shift-
JIS| Th3. a—%—iF, Loz ERNTEHZ
ENTE, EENFE TUTF-8) 25 7 4L b TER
LTW5., =¥ =P Fa— N2ERTH L, A
EL 72 — VIEEIR U 72RO T a0 — R Tt T
D7 Da—REZFSEL, KA BEIZERN L 72 3F
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aA—RFT7 71V %L,

I—HY—MPRAZa—N=—D [T7A)] 27V IT5
&, I7ANVAZa—%KRTEH., IJ7A VA= a—n
5, FREIZRT 3 DODEREEZMATE 5.

o 771 IN%ERL
- =N 7710 VEHL] 22V v 095,
T7ANE =T ZA4T7a 7 %2KkR TS, 1—Y—
W, I7AN—F=T XA T7ar"rs7 71 V%
BINT 22, 77141 VONEREHRETY TIZHRKR
5.

o 771 IEMRE
A—H-—NT70NEREF 22 )VvIT 5L,
T7ANE—=T XA T T %FKRT 5., =% —»
T 7 ANDRERRE T 7 A VE%EASL, 774
Nt —TXA4 787D [Save] KX V%27 )v T
Y, METY T ODNEEGAART 7 A WARTT
5.

SEA



BHLEIDAY N | 2TOIXY R
BHLAOX > hOM:a
3/ TODO X M (FERHE) BFMGEALEN &Y £
7t r FAMBSERE IRERETD.
18:// 2016/11/08 MBMEOA 51 E & FE R THEMA B ET
34:] else@NR—YBELTALKX? BFEOFARESSUET

Y B TEDEAEEN B EY

X 2 NE—=2IZRvFLEZIAVMNERRTS
27

o W T 7ANDaRY N BIRIT

I—H— TEE T 7 AV DaARAY s 2fiflr] 22
Vwodde, 774ANVA—=T R4 TR %FR
T35, a—HE, 77N A—=T XL T7aITh5
BEROT7 7 A NVERIRTES., 2—YRT7 71 %
BEBINT 3L, TNFNOT 7 A IVDNEEFHAAA,
FNENITRAY NERITT 5. ZDH, ThEhD
fRITAE R 2 RRT Y TIZERRT 5.

A—HF—PRRA=Za—N—0D L] 227)Vv o35,
MEA =2 —%2RRTS. WMEA=a2—D05, TR
FT2ODKEENHATE 5.

o WETVTHIVT
I—H—M EEZVT227VT ] 22)v 0T 5
CIRET) TORNRE VT T 5.

o XRTYTHIVT
A—HF=N KRV TE2IVT] 22 )VvIT5
EERRTVTONERZZ )T 5.

I—HY—PRAZa—N—D [EfT] 27VvrTBLE
TAZa2—%2FRRTH., EfTA=a—N06, FELIIRT
1>0kBEZFIHTE 5.

o I XA %R
A=Y= TaARXV N2 22y 29 2L
BTV T7TONBEGMAAR, TAY SO %EITS.
RIELY —IUIE, T AV N2 U SR 2 2R
IYTIZERT B, T OWTIE, IREITHRAS,

3.2. OAXA Y NI

TAYMNE, f7aXAVh (/) T7aysatyh
(/% */)ITRIELTWS. F73A Y M RGTHY 73R
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BELAEIDXAS K | £TOIAS K

A bOM:T

3:// TODO X2 b1 FEEER)
it *TFARESERET.
18] TARBEERET .
18:/{ 2016/11/08 MW E0A S1ICHELE

*ARAEEHRERRTS,

19:/{int m_testNumber = 0;
25| M—7)

34 else MV A= BB TRLERX?

M3 2TCHOAAVNERRTDZBET

Y NDERGLD(/]), (/* */) THBETOTTIVIFEE
THhNWE, PARSHETEHIA Y MN2fEITTE 5.

(3 XY N2 1, £V —RI-RIZHEHETD
ETOaAXY bEHHTS. KIZ, XML 7 71 W&tk
INTVWAMEXFFIDORR—=IZHEIETYF I
5. MHESCFFIDNRRZ — 123X v hOFBRARNT v
F UGS, v FLZzaxvyheLTHETS. B
L3 Ay MO RD IR b E S 0L, S
WIFANIZ K DB 2 B EA D 5.

AV N OENFERIE, RRTV T CHRTES. £
ATV T, MEXFFIONRR—= Iy FUZIRAY
N2XRTEHETE, ETDARXAVN2ERRTEZETD
2D TWB TRBLZaAY N 27%, K21
R, ZOXRTTI, NX—=2 Iy F LAV NE

RBTEDL. IR E2 2 Vv 2358, RETZ) TIC
BWC, ZOAAY NOHBTIIBET . [2THDIA
YN AT%, M3ITRT. ZOXT TR, V—ATa—F
WZHHETDIAY NEMRTE S, R 27Y v
I2F5E, MEZVTIZBEWT, FOIARXAY NDH BT
IZEIT 5.

3.3. XML 7714

XML 774 VD%, VAN 41253, XML 771
VT, Java SEDHIHTE 2 IEHRE 4] THREH T
FIONRR =2 %30T HZ N TE S,

DA 4IZFER U BRI FHDNZ—2 T, Bl
ARER I A ME [//TOD0 AV Y RE P DR T T
51, T//18kE, F—2E 774D SHEAADE LS
2§ 5.] 2Worz, [TODO] & WS HENEENTY
53X MRO DR L WS HEREENTWVWS I X
YhTHB. £72,1//2017/3/03 H E BIE] Lotz
[(7=.%\d{2,4}[.\-/4FE] \d{1,2}[.\-/HI\d{1,2}H
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YA 4. XML 7 7 A VD4

0N O U A W N

o e
N~ O ©

<?xml version="1.0" encoding="UTF-8" 7>
<comments >
<comment type="TODOI A ¥ k">
<regularExpression>TODO</regularExpression>
<regularExpression>f¥ ¥ </regularExpression>
</comment >
<comment type="WEEEIAL F">
<t-- BT EZHN 7+ -3y PEUTF

yyyy/mm/dd. yyyy.mm.dd, yyyy-mm-dd. yyyyFmm/dddH (yyyylE2Mh LatizhF)-->
<regularExpression>(?7=.%\d{2,4}[.\-/41\d{1,2}[.\-/ H1\d{1,2} H{0,1}) </regularExpression>

</comment >
</comments >

{0,11) ] DEHKBEN Y Y FT5aX 2 FTH5.
[//Todo: A > T~ 2 EIZT 5. | w2
AV M EBRELUZWEEIEX, TODO & W5 HRERT —
R K7 /N F e KBTIl g 2 & 51
XML 774 VEZEESTLZ2HENH 5. EHREBIT X
D, YAbM4D447H%, <regularExpression>(?i)
TODO</regularExpression>] (ZZHE T 5. ¥, 7]
7 E D IERFBI M b 1 5 K ik 7 & R S O
NRE—vEeULEWEEIE, 70 O I\ ZEMUL
[<regularExpression>\7</regularExpression>]

LT ARERD B,
4. 2%

AETBEY =D [aX v b 2R BREX, XAV
FOWHEONZ =<y FIZ L OREKT 5. DIk, *
NFNIZDWTIHRR G,

4.1. XY bOHE

a X v b OffiHizlE, JavaCC(Java Compiler Com-
piler) Z W 5. JavaCC &, Java F a2 FIH T
EHENR—HYrzaxl—xeLTLL flibh3d [5.
EBNF (Extended Backus Naur Form)[6] |27z ({5 T
XIET 7 ANEGBRL AV NAIVT B L, Java Sali Cad
BENT2N—F 2 HENEKT 5.

IARXAYPOHIEIZFAL TWAXET 7 v E, Y
AN 5TmRY. YA S5 @D 2BTHOEHT, /73
AV N (/) 2= T HFa»HTE, 24 THD
EFT, 7HYZIAAV D (/x %/) IT—8T 574
HWrd 2 (7. T DOL DK, T AV FNOHIHIIC
FBEIL\ND T, 25 47 H T<OTHERS>D 4 & Hillir LU,
31TE» S N TH TR 2475, a X b2

D571 7% 51%, T ((KOTHERS>*) (KLINE_COMMENT> |
<BLOCK_COMMENT>) (<OTHERS>*) ) *| O XX D7tk
TTE. SEERELEY —LTIE, AV F2EELT,
ZFDARAY N EREXFEFIDONZ =P L TWBEH
ERANIZW, FIT, BEUZ—BUZBIZZDa AV b
FRETAI-FRE2EMLTWS.

ZOXET 74 )% JavaCC TA VNS ILT B &,
CommentParser.java % E D 771 VDB EKI NS,
CommentParser.java (Z1%, CommentParser £\ 5 27 5
ANEREINTWS, BRI N =T OMHEE, Y
AN6IZmd. YA 6D 247HT, CommentParser D
AVARYVAEMEHR LT WS, AV AT T RIZ, HIH
& U T StringReader B O X5 2 3. ZDN—H I
SN LTFHND, KSR I 5. HESURITIX 5 THD
paser.comment() WFEFINE XA I VI TETINSD.
I A Y N OfEERIL, String 283 % ArrayList 7
VARV ATHS comments IZBEFFE NS, ZDAHIET
RTCOFAAVIE, TRV ZIAY NEHBTE 3.

4.2. XY=V Y F

TRV DOEFTE, XML 7 7 1 V% GEAA AR
5. XML 774 NV%E, VABMAIZRLUT.

ZDT77A4IVH5, <comments>D T EHEDFEHETH
b<regularExpression>DNEZHEFT 5. HFIZIT,
DocumentBuilderFactory 27 7 & [8] ZFIHT 5. Hifs
L7zaxy B LEZNEENZTND AR =Ry
FLTWEHWIL, NZ—vitwyF LD D%, K
HU7ZaxXy b ZTIZRRT 3.
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YA 5 aXy bsofiHIcfio TWAXET 7 1)V CommentParser. i

options {
STATIC=false;
UNICODE_INPUT =true;
}

PARSER_BEGIN (CommentParser)
package CommentParser;

import java.util.ArrayList;
import Dictionaly.x*;
import ResultData.x*;

public class CommentParser{

}
PARSER_END (CommentParser)

SKIP :{
< SPACE: ([" ","\t","\r","\f"]1)+ >
}
TOKEN :
{
<KLINE_COMMENT:"//"("["\n","\r"1)* ("\n"["\r\n" | "\r")?>

|<BLOCK_CUMMENT ||/*n (—'[||*||])*(u*u)+ (-'[n/n’n*n](~[||*n])*(u*||)+)* ||/||>
| <OTHERS : ~[1>

}
ArrayList<String> comment ():
{
Token lineComment ,blockComment;
ArrayList<String> result = new ArrayList<String>();
}
{
( (<OTHERS >*)
(lineComment = <LINE_COMMENT >
{ result.add(lineComment.image); }
| blockComment =<BLOCK_COMMENT >
{ result.add(blockComment.image); }
)
(<OTHERS >*) ) *
{ return result; }
}

BRI PR TH D Z L ARTIRAY PARROR o7, HifiR

RRETHDZLERTIAAY NOHIZ, VA TITRT.

AR A A 1 2 LADHHT LOC(Line of Code) 7t ZOXIBRHMARTHE e &RTIAY b, Nl

5moﬁuL®anz&b%ﬂ%tﬁ@btv—w% IR ERESHOT 27— FHERIT o TR
WAL, MARROEERIIOWTHAKL 3. Afc P FEHOBRENGE L.

D LRI, BIEEROHIT Y NE Rl TR E 3R AR, BIETAETAY BRI AL O]

B ENIpERL, FRAET %5, Bx HGACHRT 2. ZOREL Y — L% TR L
e BITER T xE Ay by FRRES v, BERRUEHHELHFT S,

- BELEZEIAY MK £9, ZETTANVOREDEDIZH BTy b

F7o, FERIRETRESBREGSROIAY DS B, blifn*-j_ﬁﬂb%"é. zo7yayzy F@iﬁﬁlﬂ%, 2%01 bl:j—i@".

ENEIRITE 2 ERL, HEREUTELS. e, WHUERRE, R2IO8Y. ZOTAYx”

FD1EEIE, XML 7 7 A VIZER U = scz5 o

gk - PUHCS IR RIS M o xu— i gmis D, EEE, MAKAL bR

BT RE2 A b HETRE DT RO, BIEA0, 2= W
SEOMENGE B a XY ME, TODO a2 XYk 2PV, 3MEIEIZIE, FHHEEN100 %L D, BEERHN
EAREY R aA Y NTHD. VY —RAT— KOHOHRE, 85.2 % & SEHILL FDOFEMERIZE - 7.

61 SEA
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DA 6. AR E i8N —H Ol HTE

public ArrayList<String> comments = new ArrayList<>();

CommentParser paser = new CommentParser (new StringReader (new String("//hello"));

try{
comments = parser.comment ();
}catch(CommentParser.ParseExcepiton el}{
e.printStackTrace ();
}

VAL 7. AR THEI L ZRTIAAL b

/ /7 hE) <
/AT B RENDH D HH LN

£ 1L YDIEHTS 7oy 7 bOFEM

LOC | I AV MR | MBI AREOXA Y MK
6854 1990 23
fioFay s b TH, BRETZ 7 ANDBFHATESZ

CERMRT A0, Zo7avz s NCHALULRE
TyANEHOTaY s MIhBEH L. FHELLHE
E77ANVEEATS 0y s boiME, £3I1TR
g, F7z, HloFey s MIERAUZREREZ, R4
Y. ETEE 1 EHT, BEEED 100 % THEHARN
NR3%EEWVFEREELZ LN TEL. BWEREZES
NEESITHBLUEZZREZ 74N, ioTad s b
WHZDEFFHTED Z LR TE .

6. ER

AR T A Y N EBHT 2 Y —iE, MzBBFX
NTW5B., HNK (9] 1, Eclipse 77274 & LTA
W2 a Ay b ERETEZY—ILVEBFELTVS., 20
WV =)V T, A& FERRIZ XML 7 74 V% FIH Uik
NERDNRR =V R EHFZETHIENTES, LrL, N
R—=r Y FIZLBIEBREBRIIMAZ 20, AELZY —
VT, IEBIREE A U SCER O 2 — > OFik
MTELHDT, FHIZEHRTE .

BIESEG [10] 1, IR Y RS BoTWVWBEY — A0 —
NiZid, I AV MR RITNIFERTERVWE SRy -2
I—RFPELEEL, ZOEIRY —RAT—RKDT 4 —
NV EDIRRIZED, TA=NIBPHEZTWEDOTIEED
Bamns, AXAY M E T 4 —)L MEBEL OBRIZEET S
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EBM ATz, fFERELT, IAVFDEZWVWY —A
I—RiE, 74—V MEBERPEOVE WD HAIRI N
7. ARTHRIELEZY -V T, BEDIAY MER
HTE2. AEYIZIA VM 2BRETEILIZEST,
TAx =V MDRKER>TWEY —AT— K2 RT3
ZEMTESL. ADO 7Y —Aa—REEBETBEILIC
X0, 7=V b2RS LTV ZLNTES.
BRENY 7 by Tuaves M EREHARTY Y —
A B0, HETRWIERTFERZ#EIRT 5 &%k
THREE LT, HfiEEN D B [11]. Bz,
FERBIZE->TREATZIE DL, BERWIZEATEE
DD 5 [12]. HHEITEA S N AR EIEIZ, Self-
Admitted Techical Debt & FEIXN S, Zhid, V—2A
I—RAAVIRSRDIIBIENTES. [EKOWIE
Tl, Self-Admitted Techical Debt D#RHIIE, HHEIZK
& {MAFL Tz [13]. £ 2T, Maldonado KIFHARS
SENERE AT 2R L, BHBEIIZ Self-Admitted Tchical
Debt 2R 5 Hika#RE L2 [14]. LA L, [14] T
HERZ 100 %l2TETWRW, BELZY =TI,
XFFIWRIE S X — 2 T 5 Z & THBIEZ 100 %I
TZ 5.

grep AYY N[5 ®TFAPIT 4 XDTFA MR
RERER VT EH, MMELEZY — LV EAKD Z R TE
5. LML, Zhsld, V—RAI—RITRTEZHRKELT
UES720IZ, print XIZHDEHRSTER T A Y Y FL4%
EBEAHEUTHHINTWAEDETHRHLTLE W,
HAELRIMEL 2D, AY—L Tl ~EELTOIRAV M E
L, i L7Z3 A Y MR U THRESCESI DR R —
VERYFLTWAEMNE S EHETS. ZOZ &Itk
D grep KD EEGHRZHTE 5.
AROERBRIIZEDZNNEZ -y F T, HEXK
%100 %29 A Z 23U, S, @HALZ oY
I MZFAN=Y D= 2H Y, TNEHHT E7-HD
EBNF(Extended Backus Naur Form) 733 X > b IZ5d
BENTW, ZOITAV NI, BLETELVEWVWIE

SEA
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R2LFDIZHEAHLZTaY =7 MO E

EEEE | REIAREIA M BRELZ2IA Y M| BRIHTE BRI RES XA M| AR | R
1 23 31 20 64.5 87.5
2 23 29 23 79.3 100
3 23 27 23 85.2 100

T3 HELIBET TNV EEHETS2 0y

~ OFEH
LOC | aXY M [ RIETRE I AV M EK
9394 1584 24

RERODIEMEBHO 7] B0, BHRZIAY 2R
HI27-DDMHEXFIDONRR—=2THB (7] 123y
FLTWzH, NEYZa Ay LUTHRELTW:. #
HHEE 100 %IZTE S LD R AEDOEZERD, 558D
HETH B.

7. 50V IC

ARTIX, V—Aa—FRoGEREEZEBE LT, K
EDAAY M ERETEY - VERMELE. idMELE
V=V EHWEZ YT, V—A3— RIZFET 5]
BRAAV IR —F U TOEEETEHaARA Y NEMIBT
5. 0B, MELUEIXAY M2, BENSSRUSD 2
AVRIEEENTLES ZDHEDT, BHIZ L ST
RPBTEL 0D, £z, H-BRERRO T RA Y N
TERGED, REXFHI DR -2 UTEMTE .
RIET DY =X, EBEREZFALTWS DTS 4
IA Y MIHUTERBRIIIETE .

FRREHAH 4 3 LD ST LOC ¥ 5000 1784 ED
Tyl bENGIGMELZY -V EEAL, #EHER
FOHBERIZOWTHAE L. FHE LR, Ritixs
FIONZ— VT 52 212k > T, EHREIZ100 %%,
HERIZ L0 A EE, ZTNENZER L. £/, —E
BE LU XML 7 7 1V, BHARERZ AR T
Er. AV—LEHATLZZLIZLY, KEDI AV
EFRIETES., v—F 070K EELTWS AV MR
R Rax v h2ESLTWLZET, YV—Aa—FK
IZAFET 2 RE DO HIR PR A SO RN 5.

ARz, 5HBOgE%ERT.

o HEEKDM E
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AFDFHETEH, EHRERBOFRFIED TROMH
HEDIAAY MZX-TI, HEEE 100 %IZTE
. LDL, EMBRIZLEZ X=Xy FDAT
EBRADD 5. HIZIEX, FEIEZT—RIZH IV
T, YR Ay SN 2T EORE R Y
NRBEL 25,

o M ZDHLDEFHHL TWVWB I A Y FNDADKRH
WIZDEDEBHIALTWEIRA Y MIfHbh b
FEIE, DXy MZEHBIZENS., 2020,
MHZDEHEDEHHL TWVWBIA Y M ENNRX—V
Ty FTHRELES T L, £ THL O
AV EEBSTULES. I A2 NOEIEDOERZ
2L, HBOENRDE2E LT, TRX Y NORNAEHIL
HOFHIHDE S WS B FIEORE R E 0%
EHein b,

¢ AVFFUAZINTWARWNI AL hDKH

WEHNZELPNZAAVNTE, AVTFFUVAIN
TWARWESE, A#Et)RaXy Miab 555,
N—= a VEBY =V TH 5 git 72 & O % R
U, 3AY NOFINPEEINTWAIZHEDL ST,
IAYIPBESNTWRWE Z A2 RTS8
DHET, AVFFUVAINTWRNVWIRA Y M E2R
HTEBHEHEZTVWAS.

SE X

[1] StyleGuide: Google C++ Style Guide. https://
google.github.io/styleguide/cppguide.html

[2] XML:“Extensible Markup Language (XML) 1.0
(Fifth Edition)”, W3C Recommendation, 2008

(3] FHZESS—, W B, LR, «/ — A 32— NITFEY

LAY a Ay N R RHTFEOEAES”, V7 b
YT - VRIS I L 852017 HERFE, 2017.

SEA



2017 in

KA FABUEZBRET 7ANEEMAL-T0Y o7 O E
ETAEE | METAREREGROIA VMR | RELAZEZIA VMR | RETEZRETREIX VM | @5 | mH=E
1 24 26 24 92.3 100

[4] 7 7 A Pattern: Pattern (Java Platform SES8).
https://docs.oracle.com/javase/jp/8/docs/
api/java/util/regex/Pattern.html.

JavaCC: JavaCC - The Java Parser Generator.
https://javacc.org/.
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2.1 Politeness

Politeness[3, 17] &1&, HAGED TTHEZ] ® L&
ELE) L3 =aT Y APRRZLMSTH Y, e
IR % HESL - HEFF S 272D DHFEADEEZIET. A
&, RYT1 7724 (FIZBD o7\ - G S
NIZWEWSHER) A2 AT+ 77242 (&> SHE
Hlenz<zw, FEERGIFS N RnEn S aek)
DZDODT7 A A%F->THY, a3a=r—Yarz
BIBOSHFORY T4 7724 A X HT 4T 724
A D f % D722 Politeness % U2 KRB $ 5 MHE
Mdhb.

Politeness Strategy[3] & 1%, Politeness ZmR9 72D
BIRN R RBUAETH 5. Fxld, FLOR5EDOHT
k% 2 FEFE D Politeness Strategy Z W6 Ky
FAT A HTAT Tz A AEEBLTNS.

# 112, Politeness Strategy 7”73 . Politeness Strat-
egy DHlZ WL DHEiHT 5. HFEOKRY T4 77 =4
A& ARD T2 D Politeness Strategy @ 1 212 Gratitude
H& 5. Gratitude iX, “I appreciate you.” ¥ “Thank
you for ~.7 2\ 7z &k 51z, HFIZHT BEE 2 RT /-
HODORITH 5. Gratitude ZZ T - 72MHFIE, FEL
FOF TN T VWS Z 2 PRS2 Z LT
E57-OKRYT 4T 7oA AWENS. —J, Hedges
X, MFEOXHT T4 77 41 A%HED728D D Politeness
Strategy @ 1 D TdH 5. Hedges I&, “It appears that
~? X “I suggest ~.7 L\ oz kDT, REEBERIZ
TEHZETHFEORTT AT 724 ARRELZVED
TE5-HOORHTH 5.

2.2 Stanford Politeness

ARWFFETlE, BAFHE D Politeness % 23 572012,
FREA -V VARSI SaIar—Ya
VT —ZIZx LT Stanford Politeness[4]! % #H 3 5.
Stanford Politeness & 1%, SiBERELUZIAD & N7z Polite-
ness  EmiLTEHY—ILTH 5.
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DIRXDIEIZ EDSNiRZED)

Politeness i % E1F% Strategy

Politeness i % F1F % Strategy

Strategy LR Strategy | B4 MLEHP X OB
I iat So ~.
Gratitude appreciate Direct start ©
thank But ~.
Deference great, nice, awesome | Factuality really, actually
Indirect (btw) By the way Please start Please ~.
You ~.
Please ~ please 2nd person start ot
Your ~.
Could ~7 What ~?
Counterfactual modal o you Direct question &
Would you ~7? Why ~7?

Greeting hi, hello, hey
Apologizing SOITY, WOODS
Hedges think, appear, feel
I~.
1st person start
My ~.
C ~7
Indicative modal L you
Will you ~7
1st person pl. we, our

1st person I, my, mine

2nd person

you, your, yourself

7 2. Stanford Politeness[4] % i@ fH L 7= 4

No. 3L Politeness fl
1 OK, thanks for your suggestion. I will change that. Regards, first name. 0.997
2 | Oh dear. My question is already slipping down the list into obscurity... I guess I must be 0.507
the only person using eclipse 3.4 who would like to be able to do this.
3 | So, what was the solution for this problem then?? 0.122

#2112, OSSBAFED A=V 7)) A b EOiE#wIZH
L T Stanford Politeness % #MH U 7-fl% "9, K2HD
Politeness fH & 1%, Stanford Politeness % F\ T Polite-
ness % #UEAL U 72 TdH 5. Politeness fEHIZ 05 1D
MDMEZE & D, HERRKEWVIZEHTF2ART 5 REHH
DANLNTWS Z L 2RT. HIZIE, 1HFEHDIXED
Politeness fifli 0.997 L E\WMiiZ R L TW5S. Zhid, X
FIZ& £ 5 “thanks” % Politeness Strategy @ Grati-
tude 12, “suggestion” 7% Politeness Strategy @ Hedges
IZELLTWAZDTHS. 2EFHDEIL, HFEHMN
% { HWMEDL W LETIED % 5 Politeness Strategy %
BTV, 0.507 & HEOMEARH TN TNS.
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3 % H DXFED Politeness fHI% 0.122 LRWME & 785 T
W3, ZhiE, XHIEEN S “So, what...” DA
Politeness fi % 7 % Politeness Strategy T % Direct
start IS L TH O, HFZAMkic XT3 gD
FWRHTHE-DTH 5.
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5% 4. Dev#3 OHEFNBEDH] (A3CH D KF13 Politeness Strategy (Z7%24)

A3

‘ Politeness Strategy | A

a7y

I am actually pretty sure that allocating brigades out of the bucket_allocator is a VERY big mistake. In
fact, I am close to asking that change to be backed out because it is too dangerous. When we first designed
buckets and bucket brigades, we made one VERY clear distinction. Bucket_brigades are allocated out of a
pool, because that stops us from leaking memory. Buckets shouldn’t be allocated out of a pool, because nobody
knows which pool to allocate them from. Basically, we said that in Apache, it is safe to just drop a bucket
brigade because the pool cleanups will free the memory. It is not safe to just drop a bucket, it must either
be left on the brigade to be cleaned up by the brigade_cleanup function, or it must be destroyed when it is
removed from the brigade. By allocating bucket_brigades out of the bucket_allocator, we have removed the
protection that the pool cleanups used to give us. I may be wrong about how the bucket_allocator works,
but I don’t believe I am. Basically, this change will make Apache leak memory on some requests, and it goes
against the original design of buckets and bucket brigades. In fact, allocating the brigades out of a pool was

a requirement, because some people at the meeting were afraid of memory leaks with bucket brigades.

Factuality, 1st per-
son pl., lst person,

1st person start

0.08

I am vetoing this change until I get a clear description of the problem it is solving. I have explained multiple
times why it is a bad change, but I can’t offer any other solutions until I know why it is needed. It will not.
If you _ever_ create a brigade with a NULL pool, you will have memory leaks. I dare say that every filter
ever written will leak if the feature implemented with this patch is ever used. I have already posted one code
segment in the core_output_filter that proves the memory leak exists. Trust me when I tell you that there are
hundreds more, and some of them are in 3rd party modules that you don’t control. ++1, but they should go
into an external library so that projects like serf have access to them. Happily, I don’t have to worry about
that.

1st person, 1st per-

son start, 2nd person

No, that is a solution, in fact, it was part of the original design. What you’ve done is said “The brigade
may not live long enough”, but you haven’t explained how that is the case. You also haven’t explained why
moving the buckets to another brigade won’t work. Which I have a very hard time believing, because that is
how Apache works today. You also haven’t answered the problem that even “WITH_ this change, you still
need to move the buckets to a new brigade. At the end of the day, this change doesn’t get you anything,

because you _still_ have to do the brigade migration that you say you can’t do.

Factuality, 1st per-
son, 2nd person, 2nd

person start
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5 5. Dev#2 OFEFENBEDH] (A3CH D KF 13 Politeness Strategy (Z3%24)

A ‘ Politeness Strategy | A3 7
Gratitude, Defer- 0.90
Looks great! Thanks for the patch :)
ence

Thanks for the feedback, Kaspar. Other than shifting the one #ifdef case to the correct line of code, I believe | Gratitude, Hedges, 0.99
the patch is complete, I've tried to state my case for no further changes. If you would like to propose further | Factuality, 1lst per-
changes, I'd really prefer we defer these to 2.2.24-dev so we can T&R already. I'm pretty sure you already | son pl., 1lst person,
agree with me that the flexibility to disable a particular cipher in light of exploit research in the very fresh | 2nd person
openssl code base makes this patch pretty critical to release for legacy, as well as stable. Even if you can give
the patch your +1, we still need one more individual to chime in before we can finish this backport, and as
I mention, OpenSSL’s CVE-2012-2333 suggests that this patch is a showstopper. Can one more person take a
pass through the code, since Stefan didn’t have a chance to re-review this week?
Sorry, I'm not ignoring the list (entirely). Seems Thunderbird and my ISP have decided not to dance anymore | Gratitude, Hedge, 0.87
and it looks like I'm spending Thursday doing some fundamental email restructuring (sigh). Hopefully I'll have | Apologizing 1st
the list traffic back sometime by Friday, thanks to Jeff, Reindl, and Steffen for your review, I didn’t read | person pl., 1lst per-
Ruediger, Rainer, or Jim as voting one way or another - even with my vote there is still a missing PMC +1 for | son, 2nd person,
release. Rainer, are your observations a regression? Because the security issues are relatively minor, I took | Direct start
this opportunity to update to a slightly refreshed autoconf (not a radically new version, nor the last in that
version minor which barfs on our configure. in and m4 files)... so it’s possible I had introduced this. If not a
regression, please confirm.
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http://www.pmi.org/pmbok-guide-standards/
foundational/pmbok (2017 4 5 H 19 HZR)

Management, Knowledge)

117

[3] CMMI, http://cmmiinstitute.com/ (2017 4F 5
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2005.
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223-227, Wiley InterScience, 2007.
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1. Phratch B2 oD i 5l

HNULFizz, WITNTERINIEZOHERRTS) »
TJuy 7 E Mo THALTOENT WS, EEARIO L5
TlE, BEBOMER, = VI T T 49 7 A1 —Y
EORFEEFO T Yz b L TRy MRERRIN
TW5.

Assertch 1%, Phratch (ZZRHAZ IR & 3 5 HRkEDRIZ
GRZB7ay 728N 2HIREYa—VThHD. BE
Phratch DIE#EY KA v & LTI N TE D, AddOn
AZa—05 Assertch Z3#RTEHZ L TRy hT—72
BEHTHBIMIZA VA N—LTBIENTES. K21,
KATvy 7 E2NO IR BT ERT

[ZHERT 270y 7] 1%, —BOTRIsIIVIE
FEIZBIF B assert UMY L, 5l LTH x0T
Oy 7 &2FHGEST L, true THIIXETEMELL, false
THNERPAT I - LTEILTE2 70y 7 Ths. [H
HIZfE7my 7] 0%, Alic7ay 7 220 0#E%2
Fo7vy T, Hllo7ay 71269 5 HaiskMh %%
He 270y 2 Thd. 51 LTHERAONZTaY Y
EIMIET L, true THNIEHNEIZHWZ 270y 7 %25
iU, false THNIXRHT I —& LTEIET 5. [FH#E
ZME7ay 710, WRlo7ay 21269 5 FERM%
KFTH70y 7 THhb. NIRRT 0y 7 %FfT
U72T, 5l LCTExoNz7 0y 7 23Hli%ETL,
true THIUL T T T LDFEFTFEMKEL, false THIUL
KFTLT— & UTEILT 5. FHEIFMF & RGOS
ERWT S THGRMAERSM 7ey 7] BN T
W3, WIhoXRHATOv 28, RPTS—»1FHELK
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IS LEHLET, Yooy ZIZfEN
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o TU I LEMELEIFITHRLS, BEMUZED OF)
TERMfTONEPET AT 2L

o T T LEIIRT BIZ, TDOTOT T LDHK
HEMIZHEHAE L ZWEEZTS I L

INSDOEMEFERIZLIZE-T, RN T0 s S
LADBFRIZEWTED & S 2 &%E 2 H->TW B 02 KE
TE-OOERERZIRMET S Z 2D, Assertch DBHFEEM
Ths.

3. 7OV S IV IBAHBE~DER

BE, £ DRFZFORA BRIV T eIV
TEABBE M TONT WD, LB KRB R
X, BEECEREIYE £ 2035 HR AR FigED
BRIZE T, FUWRRZ S (G - [HE
FZEERTHILEZHED 1 DIZLTWS., Y7 hUx
TYATLDI=FREMIIBWTY AT LRI HED
LAMEERT SIS TR Z RS, T
TIIVIEBICB VTS & UTO/AZIT TR
SHFEH L UTRD SNDHGRPHREE FE T 5 Z L 25,
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707 T ADELMEIL Assertch ZFH LU CTHES L O
HEZT- 72,

Tus S LAOELEOEE T, ZIRARXOMED 1
DERDDZTUT T LERIATEY 7 &M TERL, L
A= b UTRINT 5 EZ I U7z, ZFcLT, =
KRR ax?+br+c = 0 DfEEL LT, o = =bEvi—dac
DRRERUZ ET, ZOADL L OFiESRM, $74b
LHAIGMER>TWAZ L 2L, T OHEFRM®
HBEMEZBECHE LN S T I L2 BT E LD
BRU.

ERERGOR TRETIE, N A1 VRIER0EE T 5 BEEE
DFMEI» SRRZ IR ATRF P HBESFMZRAL, Tho
Z YR BERE ALIZRLIR 3 B EEN TN B, Tl
BT 7S LAOER TR AR ST 572012, —
IRAERRNOEZFE L UTEAZ., ZIRARRNDED
12%KRDBTHAT T LT 5720121F, Zns5D
HATSM b JCHEHEEEZ AL, #EYNTREL, 20
SDHFIGME K OEHEMEZZT LS Tmy I#
AR L R 5w,

077 AERKDOHEBEMIL ax? + br + ¢ = 0 7273,
a=0DHHEITIENRN0 LREZDT, EilaAidEi
WWHHATERY., 22T, a=0%2FHi5M4e LzZE] T
077 L%ERTE2HENRDZD, TOHEIZIEZa=0
IZE D FEBELZMEE bz +c=08%D, —IRABREXOMREE
EESZENTESL., X517, ~IRABRROHEEIZE W
T, a=b=0DHEEITIFERRMLEN c=0LR5720,
c=0RSIXTEREOBMPHELID, c# 075 IEMARL
LB, E£72, a#£ 00T, HHRIZ X > THEEK
fig7idp 2085 D EYE LR TR 50,

FEEHIZBWT, ZEH I ED &S BEiRts L0
HpZMoME 2TV, RHTOov 2izkoTENS %
FKEHL, RETo v ZizAgEINE T oy 7 #EE 5B
WZHERR S 2 2 L CilEZ RITT DB ENDH 5. 31z
Assertch TOEEHIZ7RT.

FHORBIZEMRABRE UTR—1N—F A M2 FEi L
2. R=N—=FZALTI, 7VIVXL, Tass3v
7B L OIELEZNF NI DO WT OEARR A2 HEE D
fi#, 7077 L7V ITYXLDEFIZETZRED,
ZUT, HuiGRMPHEEMEN T 0 s T ARBOERER
ZEZE S BRI 2002 AR TR T AMEZ I
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FERIEHU, 9 MFHREIZPWTERIA T Y 72402
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CREREILEP ST, TOT T AR - 225
Fl, RIFLFF/ZF0CET 23 TIXIEE RN 0.53
E, TR BRI ZHEEINV—-T R LT
BVWEBERIZE EFE 572, ZOMDFMIZBWTIXIES
RIZKERAE IR o2, LER— MRIEHOEGAIZIE,
WENDOHRFNZDOWTHENIESRIZZ 72, FR2 L
T, RIPFOEFZIZHET 2RI, HEIZBWTERHEZD
HEOERBYNHNZ 2L TWERIZEbLST, TusSs
LB BN EDPTENDO N,
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3. Assertch T® — IR AR NfEE D IEEH

F 1 HERRE A= —F X DIEEHR
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LKL TTE T T LS 0.63 0.77
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Bl Ak Rl Ic B9 2 FRR 2 I3 S LB IER L T
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VI NI T VAT LEAFKT B0 DOHEME DAL
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BHEXE, 2 SEMATW ZENRTFHINTNWS,
T TRDONDAEFEN & WEE ST H720121F,
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X VR EOR AR T TRL, HkEEET S
A—PREMIZBVWTE, SHEOEWIREE RS 55
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AT, MRka—FeEEIZY 7 MY o THR
BB WTHEE & U THAICEED S Z L iR n
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[EHRALEER ] 12 7025 LADIEYMES K OEIFIZHE
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[VDM++E4REERER T IDEREFH

el i
IRBUR SR R A0 Jupt
ss@shinsahara.jp

25

T AHEARRL IR B FEVDM++ CTHAREZ TR L, TN Z2 0T CELOEER OB H 2 HF THILITMH TIIA0.

UL, BEFIZDTco THEHLZFE L, Z<OEME LT AL, VDMHHZLAARTLR 7 kA2 B 75k
5, AR EDHT | 2 EARLT &> THETHLN, HELTHEOHE LRBEICA RIS E 2 -, i, it
FRFCR 1T B 27 AN 22 S (invariant) - F#% 5 (post—condition) - #Hi1 5k (pre—condition) D FLIR A S IT TEDH LD,
EA LT EED TRRAHRICT IS BRI G [ AR E AT 11TOZENTED.

ZOI7RTERAE | ZRAEL, FHlL 72/ R, 3Hi TR ~2I00, RVIRSILZI THLF R ol F, Zhb
DEA A E =T U, BER-CMIARO—E ) O B B ERICTE TS TRENEL 55,

0. [FL&IZ

PESE R OB 1T ESRAAERCH MR O VDM++HIC & BTG R IS IR #E 2 R U 5 AN L, FRIS, RS,
LM, FRIRMEORENTE RV, FHEEHRERICITENL TSR, REEZESHRER TERT L Z LI
EhTWhwed, T2 08 LWVWES THD.

BIZIE, BREDT —H_X—Re A AB U ABEFEDB) TEL, TUTH LWE Tafi LWE &8I DA E
(operation) Ti¥, H#% &M%

post iZDB = i%DB  union {aff L\ &}
LEIRTIUT LD THAN, TR ETFR. 22T, L, A A AL O HE BRER FEITEINARI
D) THY, EADOAPHEE FunionZ i~ T, B3I TEHEAONTafi LWE I ZERICHHSEL HafiLWEH &S
PELIZEE N, TIEDB| BENKb STt DALV AR AEETIZEDB ) EEE LW EET IS,

DI F ) (LR DWW O DIGHT CHENL D H1E) T EGICEEZZBINT 5T I LU CEBLL, AR
BIEHA%E 52 TBITIE, (Gl 0 oo, FESCHTIY, Z0I0R T A NEHEINEEINT
WG, FEDSA, T~F 2T WIERBREDOFE N THL2HEIEE OE A EFHEHE NI RS2 IERBRNnESA TN
B, ISR, EARTFHEENR2ENE, 7T~T 2T HERBREDEJEZRETEXHENIZETHY, VDM++HL
BERDR DO E A LR AP CERETIUL, VDM T ~F 2T WL ~ L OGN FE 2Bk CX A LIT 5.

UL, BERLHHO I CHAE SRR EOT- DD TEALEFEHEEDLOLL T, kL, 2, 3, 472F, BEL%
IR SCHRZE AT, DT NHREARFLITHY, FEER AT OFIEEL L@ 420N -7, 2T, EHOD
YERS L= E M2 ET VI — BT/ T VREE, STRGE FDICEA L THAINEL T, Zin e,
S AT 7.

VEF IR, HEAER D TIHEEEE T AN T AR EE LI EER ~OVDME R AT TWA. BAETHVDMDY
— b, TRTHAERE T ANIT T HHART = A= al BERE LR HEL Tuvau.
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AP, TEAEFHEIER TIEZ B L0 > T BEF SR CCRREL6) LOBIEE - T, EOREE A LT
PMEDINTODE T, ZORER. T NTORLRM, FRFM, FASRMFORBIS, ZONEALFHE OE
FAEFHBEDILTOTZEN 3007, 3EIT. WERLIZE A - TN E DRER R THLH D FERRAE R E R LT,

WEE LT E AT TR ORI T D LB THS:
L. fEERECd

2. AT
3. Y—Jb
4, ~==27 )

I EBIIL 7=, SRR L7k A 0T 3572 O EE /2 F I THOMAEE Z S MR A IZ DWW T, BIRBLGOH;
Wi FERNH VDS THS.

Vb= T VDEEBINLTZOX, ZIOOHERDI WV EEEEDOE K O ETRERBEEICRDIEN -1
INHTHD. 12720, KL TITEIBDOBIfR T4~ =27 /WZHOWTIIARE L.

1. PAT7

1.1 EBERIZDODVNTDTATT

M. kRS ) T, ROBLE CTEA « FHEZEILZ. 3705, VDM R E DG AT CLEH il 7 iEE E
£ EFEDY, VDMALEED WA WAZRIG AT C R Rl 5 1h% T/ L5,

TEANL, FRISRM, FRRM, AEFMTISBEMERTRR T ETHLOT, FRROIITTHELLE.

1.1.1 A
1.1.1 FERigt
1.1.2 HH &M
1.1.3 RESZM:

1.1.1, 1.1.2, 1.1.3 (Z A ETER ) 2L TWA. 22T, THA SIZVDMHO SER IO & Th 5. iz 1T,
B DIGA O FRiSM T, P CRFTA DA DL FIT ST A—=ZZ LIMEZ 720, Zhb — O EA | TEHDHD
TIHRANELTERLE.

M1.1.3 RESZMIEAE, FroodolcoEL-.

1.1.3.1 BIDORELA,

1.1.3.2 AL AR ABEE DRSS
1.1.3.2.1 AV AHX L AEEEDIE S 1E
1.1.3.2.2 A2 AH L AZEE R+ OHIEY

M1.1.3.1 BOARESEM X, HlZI3T1.1.3.1.1.1 T —#NERIICE SR T2 EAIDIZIT_wi_ 1)1
D, BIZIXLLF DI, La—RFRTHLPRHMAII TRHMEZRL QODE0, BIEEBEESIIEES TIT RN
WIORIIZFLRL TS, ZOEATE, SHIDOTEA - R OFHN OFEE, 270 fFEbi T ZEN otz

types
public FH9EAHE ::
fEEES | BE4
fHIEES : JIEES
fRER : RES
fi2EER : BRES
fEEFEES : set of EEES

inv
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WFPHEIM == wFHBM. fEFES < {I;

M1.1.3.2.2 A2 AZ L ZZEHR L OHIK  PIiE, Bl21E01.1.3.2.2.2 G0 E R - EHEFE L Oy £ 4 R L
FLIR 92 | EAADITJI_ibV_subset2) 1350, HlZ XL FDIHT, A A AR L OHFKISGE 2R T5.

types

public E#lE = token;

public ZEig = token;

public finZ=# = token;

public HEEE = set of EHlE;
public &#l = inmap ZEH to BEHIE;
public st : & := {l->};

instance variables
public sHEXE : HEES = {};
public s&#l : &#l := {I->};
public sfFr&E# : #BH = {I->};
public sfiiE : fiE := {I—>};

inv
rng s&f#l subset sH¥EEA and
dom s&#| subset dom sE¥F&E# and
rng sfIi& subset dom sE&fil

ZITIE, 30D A AR AL FE O SEAS BREZ TR L TWER, BIx 1Y, ZOWND3FHIL, A AR AEH
[sGIiE |DOEIR g sRLB 11E, A AF L AEETsE |10 EFHIL dom sB ﬁ%ﬂJ@*B NEATHHENI I Z TR L
TWao.

b AN, A AL AZEERE T OFFNL TR R R RE 7 8 ) O FFR N2 AU FLI TER WO THDHD, EAILHED
WTCTBAR R RS S 7o A2 AR AZEH D T F3B IR 0 B A BIFRIF ARV D2 | LW e 2 R D, FDZEICL
STHIKIZR RL CGRIR T 5E 50T I275. ZOTAD, 3€@F~EE cFHROFHN ) OFE R, FEbITNBIENR 5D

o7z
FH, FreodoicsEL-.

1.2F/5
1.2.1 REhFH)
1.2.2 KBFM

2ICIFFAHEL TR T L, RIGTFHERB LIz, AT, R THIENE VT2 T L0, Kk
THZENMERE, FITRMTDIENL VT & KT L5
ZOHITIE, EAEFFATENEDOGLNRVH505, AT OIZLA L DEFT THAL/IF =N EL, FRhELE.

LR OEA B OB TIE, MIEOHE EZ<—EHLRIA L TS, 2 CEA - FAX1298H 5. 2o
72, EARTFHE—RBICHB T 5728, VDMOGEIIZEE T 288 & (CCHk9) OREIDOM4 EE S EIZL T, &
E&%%@ID%H@%:&&:L&. ZOMAETHITONZIDA T, ARIZOMRLT WA RTZERFLIZL DD T,
ANBEIDSFREATITo0 0V EE 72 503, FEBRIDCFAED & A 44728 EIRERIZ, I3 T n2 HEIEE 272 b R 4E
PEDS 3@571&5 ME—MEERR B RGBS LT,

FREDFAIE, SHIZLLFOIICHHEL, BEL. $72bb,

254 D eI IR, T — X ORISR ORI LA A— DT IUT I, F—DEANERRTHY, F—FD
EAIMEETHS.
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1.2.1.1 #oOEFEVOR (L, B, F1EHES T/
1.2.1.1. 158 8%05F5
1.2.1. 1.2 5485655 F )
1.2.1.1.350 %485 F4%

EHIT, A, B, SafidFHE, WalCeEFHE, REXNZMESFHL, TOMOFHITHITI.

M1.2.1.1.25825F 1 oHiiE, 11.2.1.1.2.1.2 BRICERZBEINT 5] FHIDTSCMCR_Append_++)73% 1,
FHoO EEFERE T HEEBROIBEEZEMAL, 58O BESBMNT 55 (maplet) 5B LIZL OG5 {7 CTHY
GBI D) EE(EREOF —NEHE LGS, A T++OABICEY EEZLGEN, BIN% O GG EEL
WZEEIRL TS, ZOFMICHEZIE, FHREGORIRE, SIEREORIBRNES D, iz, ZOEANL, 38
DIEA - FRHOFM I ORGSR, D720 TNAIER o7z,

instance variables
public sFEH : #HEH = {I->};

TR

=111

public £59%: £ * nat ==>
FETH(aETEH, n) ==
SHFEH = sHBFH ++ {aZHE |-> n};
return sHAR#

)
pre

aZeig not in set dom sHAEH
post

SHBM = sHEM~ ++ {aZh |-> n};
KICFHIE, U F LS.

1.2.2.1 77— VEECTHEE T RERETH
1.2.2.2 BEATHETREKWFH

M1.2.2.1 7= VHEETHERE T RERBFHIOTDM1.2.2.1.2 GEHE FLRPRRE T forall OMAETERET
NELITFR. Ll forall e in set S & false EHAH T, SHEEESDIZFEIL, forall RIXFEIZ true (25, J(FH ID
TFB_tautology) X\ o6 D 7273, VDM 236l L T o — IR FEFR B D H ARFET X AN T, EFOFLIRY, 20 EH
IS KL DT N2 VDM HERR LR O W) LF IS T REX D7D B & L.

12 DHIZDODNTDTZATT

ST, HEARE AT L R ZAE IES 5. VDMHD T THIM TE %Y — /L ORREIE, WERF JE A2 2L e Gk
TOMGERRAEC L GIAE T ANEREMRREE DS DY, RN B D BR ATl TODE A T D7 [lf T A
MEREDS DD, ZDT8, IRDIHIT/HELTZ.

2 T
2.1 MGk
2.1.1 AT AR
2.1.2 FiF B R A= R
2.2 Y VERR AT

P ONERIET — X ORI L KR FEE L THORE D EED TR THS.
PR, MORE Y OFT S TOEERRIELMIZT D, b5 EEPRELMIT P EHET SR TH S,
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2.2.1 [ElmT AR

BT, 12.1.2 FEBFIRE AR OEAID Veri PO, ZRHEITITFLR S TRV Y — L O FE BB Rl 2
EHfiHD %, VDMTools %513 @ Peter Gorm Larsen 2 12 A 22— L T fE R AR L TN A.

Tebb, 'Y—ILTERSNI-FIBARREIL, VDM AEDFEELTILFARAT LI D THLIN, EEROBEMER (T
IZ¥ES = VDM OY— LRI EEBAMEEZ LIEL TLVELY. Z071=8, S -iIAEEEZLE1—T 5 &IT&Y,
KREBDBFEHOREZHEZRDT, tHROREZEHS. |

1.3 —IJLIZDWTDTATT

VDM++% X 4E 35> — LI, Overture Tools&VDMToolsévdmjd 3250, & 4 OEFZMAEE THEHATHE80 R
MTHD. ZZT, L FOIITHELI.

3. YV—
3.1 Overture Tools & VDMTools & vdmj O 118)

3.1.1 Y— LD T7—DIEE
3.1.1.1 =7 —RED T
3.1.1.2 TANEITOTHp
3.1.1.3 TAMER D LL# D FH

3.1.2 Y — L2 X AEFT AR

3.1.3 Y — I LB EET AR

Bz 1£03.1.1.2 TANEITOFEF |(ID TU_EC_PE_VT)iX, Overture Toolsld, TS—MHEHETS—DE I HD
EITHLTELLY. VDMToolslE, SERLI-B A MNoTRAMEITTES. BXIT—PEIS—HHLETYH I5—DF
WEATARELE N E T AREITLIZLMEE [EVDMToolsZEES. 1 THY, 7V v AV AL 23 T TSR
VDMTools®D 7 3 H N THLHA, 13.1.2 = /VZEDENFET AN FRHOHOI3.1.2.1 Y —/WZLDENFT AME 3
FOFH (D TU_RT_OT_VDIZLE5E, TOverture Tools X LB B ICRIRT AT —RXE{ERRTEHD T, TAL
F—ZMEIFE S LV EET AR EOverture Tools TITLY, TAMT—AMNIEEIZZ LNFEIEVDMToolsZF{ES.
Overture ToolsDEIFT AT AT S )—IL, VDM++D & FiHitest (KX FH ) THREDIEFEET AN —RELTH
FMITERLETLTNS =6, EIRTRADTEMADELTELD. 72721, Overture Tools&VDMTools® [E]IFT R
bSATSVEGYEZ, TR —REBEVDMTools AIZBAILA T IR DALY, —7, VDMToolsDAHY, KE
DENFT AN —RERITTELERELHD. 1THY, TV A NVHREIERAREKLDY, BFRT A S &H
) B D B ClXOverture Toolsz 1 5 A TH Y, KEDOT A Mr—2I2 X 5T A b &1T 9 B
VDMTools D 5 N TH D Z ENZIND.

1.4 R=aFIIZDWTDTATT
Y =a T VOFHOSFEIFLTDO LB THD.

4~=a7 )V
4.1 Overture Tools D~ == 7 )L
4.2 SRR DO EKIIR
4.3 VDMTools D~ ==7 )V
44 vdmj D~ ==7 )V

INHEERTDH L VDMHHOPLEIL [HARE~Y =2 7 LD HHA29 0] F5 4.3 VDMTools D~ =
=7 V] (ID MUVDZE, EER IR Z BESRE 4.2 SREEEEOZHIRR 1 (ID MU_OT _Quick)Z & 9 4uiE L.
VDM10 728 DI B O1F AT~ 5121% 4.1 Overture Tools D~==7/L](ID MU_OT) N MKEEIZ/20,14.4 vdmj D~
=27 NETGUI BIEL, 2~ RIEDO~ =7 L ThY, 7 amX® iRk Th 5 |(ID MU VI)IE, VDM++F10LF 2 13
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2. FELEREFH

LEI TR LI EA EF US| 3HITES « RO | TR TS B E 1 LT/ % J0E O 79 P
THAITT 5.

1.2.1.1.2.1.3 E&hoHIRT S5F5H

Mcrs | Xcks |Rcz | €A | FH | KU | | (8 | FH | RA | SEREEIDHA
| g 5 % B EREIAND

F5 <-: - TSCMCR_Delete
dom

Gdr & BRZHIFR S 2 FHIC, GHRIMOEFRIHIRES T <-1&, HIERT 2 GHROERIZES 213 5 1H
HrdomzfH LT, BROAMED S HIBRADEREZHIFRL 72 b D235, HIROGHREEFEL W LZRLT
L)%O
Bl 1.2.1.1.21.3.1: Hig [EE, CHED» SHIBRADERZHIFRL 00, HIRZEOERIBEELFL I L&

R LT\ B,

types
public BE = map BEID to XK;
public BH = inmap FIAE to BE;

instance variables

private igZE : BE := {l->};

private 18 : & = {I->};

inv BREICHFET 5(merge rng i8H, i8E);

operations

public BEZHIKRT S: BE == O

BEZHIBRT 5(aHIBEAR) == is not yet specified
post iEZE = dom aHIB&EAR <-: iEE~;

Bl 1.2.1.1.2.1.3.2: Big [sFFREL PR 5 ZBEESICHIE T 2 ZRZHIR L 72 b OPHIREZR DGR [s5F8
B} LELVTERRLTW S,

public FREZH®HS : T ==> () --TSCMCR_Delete
EAZOHB(aZEE) ==
SHFAH = {aTH} <-: SHEH
pre aZig in set (dom sHE# ¥ dom sEHI)
post s B = {aETH} <-: s HEH~;
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1.2.1.1.1.1.1 £EEICEFRZEMNMT 5FH,

TR XE Rick | KicfEzx 2400 B | EH | HA | 5| ER | 25 | HA
W2EB | B BEFEHEID | EEFHEIDHHA
gl
FHp union IHMEZMEZ 2D1%, F1% 4 | TSCSCR Append

HRKOTEITFTHD,

HEEDEFHEE FunionZz i L TAUAZ L AEBITIEREZBINT5FHTHDL

Bl 1.2.1.1.1.1.1: H£HOEDHEE FunionZfli L TAL AX L AT I FHE 28952 )

-~ BERETHESHEEDH
iZDB := i&DB union {a#fiLL &}

~ERFHTHESBZE DA
post 1ZEDB = i%DB~ union {a#HLL\%&F}

public H#T 2 : EHE ==> (O --TSCSCR_Append
HETS (aEHE) ==
SHESRS = sHELKS union {aEHE}
pre aB#lE not in set sHE£KE
post SHEXE = sHEESE~ union {aEHIE};

1.2.1.1.1.1.2 £EENSERFHIRT SFER

g | ok | Rz 245 EA | F2H R & | e | 25 | A
WZ&D | EFEHEID | EEERIDHA
53 ¥8
FHh ¥ [HEAMEZ DI, F%5 | TSCSCR Delete

A | RoT T T D,

D7)

EEDEFA FYEREAOIRELZMHENL, IHEEHIFRT R (ZEAILLIZHD) DEDPESDELFELNI LA
LB TH 5,

Bl 1.2.1.1.1.1.2: EAEDEFERTYLESOIMMEEZEHL, IHEEHIFRT 2R (ZEEILLIZbD) DENESD
EEFELNWZEERLTBITHD,

-~ BEA T B 2 DB
1%DB := i%DB ¥ {aflfx¥+ 2%}

— R EM TS A OB
post i%DB = i%DB~ ¥ {ailkx+25%};

public B#/92% : HFHlIE ==> () --TSCSCR_Delete
B35 (aEHIE) == sHEES = sHEES ¥ {aEHIE}
pre a&Hl'E in set sYHEEA ¥ rng sEH

post sYEEL = sUEEA~ ¥ {a&HIET
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3. ER-FHEDFHM

ZITIE, KEO c FHENEOEEANTHI N E, O L TFHOUEITE > TWIho 7255 M5 &6
& - TR L 7=.

XHR6
MEEH AT L
AR

k5
KETSY MM

A - FHERK

BRICLEBEETFZE > TGEMN
TSCMCR_Append_++

ERH S ERBHIBEEF<-: ZfE> THIER
TSCMCR_Delete

EEDOEMHEETunionZE > TEM
TSCSCR_Append

SEOEEETYEE > THIR
TSCSCR_Delete

7 — 9 D RRRICIE L HVRER
JIT_wf_1

B0 K XA YELICHHEEEENS
JII_ibV_subset2

EENICHFET D E=ER
TSCSQ_exsists_set

6. AT+ FHIED
ERE2ODVDMAHERRIZ DN T, TR TORLESM:, FRAEM, FalRIEN, A - FHEISRRShizbo
Tholz. Fio, B TIMETT® L E A LFHOEMETT THEONTODEALFHITOTNTHETHY, 4% LD
ZDETNDT —HaEDLHILICEY, FEREALFHERE TEDARRMENTRNIENh T

BROZ LN, LA AT LU R ITE S ITE T2 F ey, 5582 L LU ARG R X 5%
BT LIFHEZ M T DO T, M FH O TEALGHREF TFERHESFALIZDITARIZ 7=

ZINHDVDMHHTARIZE A LR O H R E WS DERBATE DI TIERL, REEEEVICEILZ2>D
VDM++HEETZ ~ 7.

BIEDT — 28 T1E, R TAEL  FREOEMENE D IES VBT TERNA, — B n L TSI
SBEIELNZD.
4. BAEMHE

SCHR 1. 2,728 BEEH D Z DR IEMALRLIZN, 5 DL ZAPEFHERL T = 2D TE A L F i LW BLEINGTE
A EF B AR BEEL LS LW BENF 28I ) o 7z

> Bl S T RIS AL CUR S, B EORERDD, HEEICE D THAILEZL TS
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SCHR 3. 4. 6.7.728 D VDM OFERJIZ B A AL EI L, AW SE O MI 72 A TEHIT V23, VDM AR OFER 3 3
FATHY, (LR OBITIFE A LLOYE WIS DO TIEZRV. 3Ck 12.5, F 72 & OEE-0 S OB S D IR T,
FERRFE 2, Z N A FEIRIZTE LI EVIOB DO THD , LITV LR DEE DO MIL I EWVIB D TiEZR .

5. fam&EMBIR

PEFER TOVDMHHIAR LR T—F W2, RESM:, FREM, FISRFOAY— 2 E A - PHELLTRIEL
7=,

KEA - FRHEDOAINEITHOREMRB TE-DOT, 4%, FHNRET VOEA - FHIEMNREZISLITH LT
VKTPETHD. AERRET NVELTL, STRSDJR T IHBIMET T L, BEHEDOIL U H—-FA4T7 Y, LHER9D
Network Security Policy ModelZ2 & %% 2 TV 5.

VDM®DFEBNZ DWW T OEFE THDICHRTESCHRINE, NS, S50, FRISMGIZ o 720 120s
DENLDZEN 321D T, BREMIZTHN TV TETHD.

EA s FRHNALRD B E A TE Y — W FRIA A TV ZES AIRETH D . B 21X, Overture ToolsDEdit
Template#ERECCHR 13. 280 T, FREO L7 [FHICERZBINT 5. | FHID TSCMCR_Append_++)H
@D appendpp” EVVILRIDT T L — itk L TR E,

types
public ${TypeName} = ${TypeNameO};

instance variables
public ${instancevariable} : ${TypeName} = ${statement};

operations
public ${operationname}: ${argTypes} ==> ${resultType}
${operationname}(${arg1], ${arg2}) == (
${linstancevariable} := ${instancevariable} ++ {${arg1} |-> ${arg2}};
return ${instancevariable}

)

pre

${arg1} not in set dom ${instancevariable}
post

$linstancevariable} = ${instancevariable]” ++ {${arg1} |-> ${arg2l);
post

${instancevariable} = ${instancevariable}~ ++ {${arg1} |-> ${arg2}};
T 7 4 —MHf CappendppEH A7 L Tba ha— /L« X — AR — R X —Z [ 281280, 7 7L —hod
TR AR AZ I, =T 4 & — Télinstancevariable} i /3 sEF BRI L 2 H L, T X TD${instancevariable} N s EF A L
DY, FRLOIIIT2D.

types
public TypeName = TypeNameO;

instance variables
public sEFA% : TypeName = statement;

operations
public operationname: argTypes ==> resultType
operationname(arg1, arg2) == (

SEARH = sHFBH ++ largl [-> arg2);
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return sE‘F"’é"'-?ﬂI

pre
argl not in set dom sEFA K
post
SARH = sHHBH ++ largl |- arg2);

YERR LI T/ T > 7L —NMIFEE LD THLIN, 5%,k % ITEBEIMML QWK TFETHD.

7B, BUER YNV T A T ROTaY = VN TARESA  FHEDO —MeHEL, £ =/ CRITL TV TET

b%.
S XHk
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EDITION, 1990

CLIFF B JONES, SYSTEMATIC SOFTWARE DEVELOPMENT USING VDM, SECOND
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